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ABSTRACT In concurrent transactional systems, a phantom read occurs when a transaction retrieves a
set of data, and simultaneously, new data is inserted, updated, or removed from that set by one or more
other transactions, leading to unexpected data being read. In Hyperledger Fabric (HF), a popular enterprise-
grade framework for developing permissioned blockchain platforms, phantom reads are detected during
the transaction validation phase. It inspects the values from read operations and checks their consistency,
also re-executing some domain-specific read operations called range queries. However, being HF based on
an optimistic concurrency control model, managing an excessive number of conflicts related to phantom
reads could result in sudden system slowdowns. Additionally, some kind of range queries are not considered
in the validation and verification process. For the latter, the re-execution is not performed and checks are
not provided leading to undetected phantom reads when the values returned from them are written to the
ledger. Hence, the burden of implementing phantom read-free applications (i.e., smart contracts) is on the
developers, who need to correctly manage the read instructions in the code and use automatic verification
tools to detect any unsafe implementations leading to system slowdowns and undetectable phantom reads.
In this paper, we explore the phantom reads detection problem at the smart contract level and demonstrate
how a verification approach through formal methods can identify possible bottlenecks caused by phantom
reads and mitigate range query risks, outperforming the current state-of-the-art and state-of-the-practice for
their detection. Our approach is implemented with GoLiSA, a semantic static analyzer based on abstract
interpretation for Go applications.

INDEX TERMS Smart contracts, blockchain, hyperledger fabric, static analysis, formal verification,
phantom reads detection.

I. INTRODUCTION frameworks, even by leading cloud providers such as

Over the last decade, there has been a growing interest
in blockchain-based ledgers among businesses. However,
popular permissionless blockchains such as Ethereum [1],
[2] cannot meet strict and solid industrial requirements for
confidentiality, scalability, and flexibility. In this context,
HF [3], [4] stands out as one of the most widely adopted
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AWS, Azure, IBM, Google, and Oracle [5]. HF is an
open-source platform hosted by the Linux Foundation. It is
designed for developing custom permissioned blockchain
ledgers and tailored for enterprise applications offering a
modular architecture and features that align with the unique
requirements of business-oriented applications.

Among its several features, HF introduces a new transac-
tion architecture based on a simulate-order-validate-commit
model (also known as the execute-order-validate model)
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[6], [7]. This models employs an optimistic concurrency
control strategy for parallel transaction processing, increasing
throughput and scalability. This approach assumes that
transactions are likely to be conflict-free, allowing for
the concurrent execution of transactions during the execu-
tion/simulation and ordering phases, under the assumption
that they do not read and write to common states, thus
avoiding conflicts such as phantom reads [8], [9], [10].
This assumption is optimistic, since conflicts may occur
but are expected to be not frequent. Indeed, conflicts
are handled in the subsequent validation phase, where
performance bottlenecks can arise if too many conflicts are
detected [10]. In this phase, all detected conflicts are resolved
by rejecting one or more of the conflicting transactions.
The rejected transactions become invalid and their effects
do not persist, while and non-conflicting transactions are
committed to the blockchain. Clients are then responsible
for submitting new transactions incorporating the necessary
changes from previously rejected transactions. Moreover,
developers must be aware of potential race conditions and
design their smart contracts to minimize conflicts, ensur-
ing transactions execute correctly and avoiding potential
bottlenecks [10].

Although HF detects most conflicts, some data query
instructions are not taken into account during the validation
phase, leading to hidden phantom reads (also known as
range query risk). Developers must take measures to detect
these occurrences, enhancing their development pipeline with
tools or architectures capable of identifying such phantom
reads.

The novel contributions of this paper can be summarized
as follows:

o a comprehensive summary of the issues related to

phantom reads in HF;

o an investigation of the state-of-the-art in detecting
phantom reads and range query risk in HF;

« the design and implementation of an analysis for detect-
ing phantom reads and range query risk using static
analysis through abstract interpretation [11], [12], i.e.
providing formal guarantees and ensuring the detection
of phantom reads for all possible program execution
paths.

To the best of our knowledge, this is the first analysis based
on formal methods for detecting phantom reads and range
query risk at the smart contract level in HF.

Paper Structure: Section II introduces background con-
cepts related to HF. Section III discusses phantom reads in
HE. Section IV presents related work. Section V describes
the adopted methodology to address phantom read detection
and a comparison of our approach with the state-of-art
tools. Section VI, Section VII, and Section VIII provide our
core contribution’s design and implementation details for
detecting phantom reads, and discuss the proposed approach
also with a practical example. Section IX concludes the

paper.
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Il. HYPERLEDGER FABRIC FEATURES

This section provides a detailed and comprehensive overview
of the key concepts of HF, essential for understanding the
content and terminology used throughout this paper.

A. BLOCKCHAIN-BASED LEDGER OF HF
In HF, the blockchain-based ledger [13] consists of two
distinct, though related, components (see Figure 1):

o World state, a database that maintains the current
values of a set of ledger states, typically implemented
through LevelDB or CouchDB [14]. The world state
enables programs to directly access the current state
values without needing to calculate them by traversing
the entire transaction log. By default, ledger states are
represented as versioned key-value pairs. The world
state can change over the time, as states can be added,
updated, and deleted.

« Blockchain, a transaction log collection that records all
the changes that define the world state. Transactions
are grouped into blocks, which are then appended
to the blockchain. This allows for the history of
state changes leading to the current world state to
be accurately recorded. Unlike the world state, the
blockchain structure is immutable; it is a permanent
sequence of blocks, each containing a set of ordered
transactions.

In HF’s distributed ledger technology, the ledger is
distributed across a decentralized network, where redundant
copies of the ledger are maintained by the peers. Its
distribution is managed through a consensus mechanism,
enabling peers to reach an agreement on the complete trans-
action process, from proposal and endorsement to ordering,
validation, and finally, the commitment of transactions.

B. SMART CONTRACTS IN HF

Smart contracts are computer programs stored on a
blockchain-based ledger that can be executed through
transactions. In HF, smart contracts are implemented through
a type of logic called chaincode [15], which use specific APIs
to read and write the ledger and are mainly written in Go
for efficiency reasons [16]. In this paper, we use the more
specific term chaincode, but can be interpreted simply as
smart contract.

C. QUERY IN HF

HF defines a query as a chaincode function that reads from
the current world state, potentially targeting specific keys or
a range of keys on the ledger. HF also accommodates rich
queries, which can return data values in addition to keys,
provided the underlying database (e.g., CouchDB) supporting
such functionality.

Ill. THE PHANTOM READ PROBLEM
Phantom reads are a common problem in data collection
systems concerning transaction contexts and simultaneous
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FIGURE 1. Blockchain ledger architecture of HF [13].

data access, which also affects HF. Generally, a phantom read
can occur when one or more transactions write a state (such
as insertion, updating, or removal) that another transaction,
or more than one transaction, reads. Consequently, the
transaction performing the read might encounter “phantom”
data that was either missing at the beginning of the transaction
or present at the beginning and then absent, leading to
possible inconsistencies.

A. PHANTOM READS IN HF

In HF, when a transaction for a chaincode execution is
received by the network, peers simulate the code execution,
collecting all the read and write operations acting on the
blockchain into read-write sets [17]. At the end of the
simulation, these sets are inspected and verified against
phantom reads during the validation phase of the consensus
mechanism. As reported by the official HF documenta-
tion [17], a transaction is considered valid if the version
of each key present in the read set of the transaction
matches the version for the same key in the world state,
assuming all the preceding valid transactions are committed
(including the preceding transactions in the same block);
in simple terms, a valid transaction does not contain any
inconsistencies in the data it reads. An additional check
is performed if the read-write sets contain one or more
information from queries to ensure that no key has been
added, deleted, or updated in the super range (i.e., the union
of the ranges) of the results captured in the information from
queries. In other words, the queries are re-executed during
the validation phase to ensure that the result set has not
changed since transaction endorsement. If the check detects
phantom reads, the transaction fails with the status code
PHANTOM_READ_CONFLICT.
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However, this re-execution does not cover all query
methods during the validation phase. From version 1 . x to the
current 2 . x of HF, some of these methods are deliberately
omitted by HF, as reported in the API documentation [18].
Table 1 provides the complete list of query functions,
as of the latest public version v2.5.5, showing which are
re-executed or not in relation to phantom reads. Moreover,
as reported by the documentation [18], for the queries not re-
executed during the validation phase, phantom reads are not
detected. This means that other committed transactions could
have added, updated, or removed keys affecting the result set,
and these changes would not be detected at validation/commit
time. Therefore, chaincodes using these query functions
should not use the returned values of queries to update the
ledger but should only perform read-only operations. These
types of phantom reads are also known as range query
risk [8], [9].

Summarizing the issues, phantom reads in HF can lead to:

o a degradation of the performance and scalability of

the system based on HF [10], due to the optimistic
concurrency model’s inefficiency in handling runtime
conflicts from excessive phantom reads;

« inconsistencies, especially due to range queries that are

not re-executed.

This implies that the burden of preventing phantom reads
is left to chaincode developers, who need to employ proper
program verification to avoid such vulnerabilities.

IV. RELATED WORK

In this section, we investigate the current state-of-art and
state-of-practice to highlight the main shortcomings of
various approaches. Then, we explain in detail how our novel
solution addresses them in Section V.
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TABLE 1. List of query functions in HF. The superscript '+’ denotes rich queries.

[ Package | Type/Interface | Query Function | Re-executed |
shim ChaincodeStubInterface | GetStateByRange
GetStateByPartialCompositeKey
GetQueryResult™®
GetHistoryForKey

GetPrivateDataByRange

GetPrivateDataByPartialCompositeKey

GetPrivateDataQueryResult™

| < x|

A. LITERATURE REVIEW

In the literature, the problem of phantom read detection for
HF is addressed on two different levels: (i) system level and
(i1) smart contract level.

System-level solutions can offer several benefits, not only
impacting phantom reads decreasing the number of invalid
transactions but also mitigating other conflicts, such as
multi-version concurrency control read conflicts (indicated
by the status code MVCC_READ_CONFLICT). A taxonomy
of state-of-the-art approaches for preventing transaction con-
flicts at the system-level is provided by Debreczeni et al. [7].
For instance, Sharma et al. [6] and Ruan et al. [19] describe
how to combine transaction reordering and early abort of
transaction. In a nutshell, during the ordering phase, their
architectures inspect transaction semantics and arrange the
transactions in a way such that the number of serialization
conflicts is drastically reduced; then, it removes transactions
that have no chance to commit anymore, as early as
possible from the pipeline. However, to the best of our
knowledge, we have not found any system-level solution
dealing with range query risks, which currently still allows
hidden and unhandled phantom reads. Moreover, applying
these solutions in enterprise environments poses significant
challenges. Indeed, they often require an extensive rework
involving the entire or a portion of the HF architecture,
which may discourage IT companies from adopting these
system-level solutions. Such companies typically require
high degrees of software maturity, including stable and
long-term supported versions.

On the other hand, smart contract level solutions focus
on designing chaincode that inherently avoids phantom
reads. This is made possible by verification tools that
detect these issues during development, i.e., analyzing the
chaincode application software. Compared to the system-
level approaches, this method only requires developers
to analyze and make minor changes to the chaincode
upgrading it [20], thus without affecting any component of
the HF architecture and keeping the official HF frameworks
unchanged. Currently, only a few verification tools are
available for HF [8], [9], [21], [22] and these tools typically
do not offer formal assurances regarding their results and
findings, due to the complexity of developing such tools from
scratch or adapting existing formal verification libraries [23].

B. TOOL REVIEW
To prevent phantom reads at the smart contract level,
it is required to detect phantom reads during development,
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i.e., analyzing the chaincode application software using
verification tools. In general, commercial verification tools
such as SonarQube [24], CodeSonar [25], and Julia [26] were
widely adopted to detect security issues and program bugs of
software. Smart contracts have been a focus of several works
in this field [27], [28], [29]. However, although several studies
investigate issues related to HF [8], [9], [10], [30], [31], there
are currently only a few analyzers able to detect phantom
reads, with even fewer being publicly available.

One initial solution is to limit the program’s expressiveness
by blacklisting the queries that lead to the phantom reads.
Chaincode Analyzer [21] adopts this approach, inherently
limiting API usage and significantly reducing the benefits
of adopting HF queries, even when the code does not pose
any harm (read-only) to the blockchain ledger. Chaincode
Analyzer employs syntactic checks on the an abstract syntax
tree (AST) representation to verify the function’s signatures
within the program. If they match the signatures of a
blacklisted query, an alarm is issued. However, this check
is limited to the signature and does not verify whether the
return value of the query is involved in write operations
(e.g., PutState, PutPrivateData). Regarding the
blacklisted instructions, Chaincode Analyzer does not cover
the full list of possible instructions leading to phantom
read issues, missing GetPrivateDataQueryResult
(see Table 3).

Another approach is the one implemented by Revive"CC
[22], that inspects the syntax tree of the program to
perform a symbolic data flow analysis. It checks whether
the same variable name is used to receive the value from a
critical query and a state write operation. Revive"CC only
checks read operations related to range query risks and
also misses GetPrivateDataQueryResult. Moreover,
it only considers PutState as write state operation,
omitting several others, as reported in Table 3. Moreover,
Revive"CC’s analysis is intraprocedural, namely if the write
operation is located in a function to which a value of a range
query has been passed as a parameter, the analysis will not
detect the potential phantom read. In addition, Revive"CC
merely tracks variables named identically. However, there
is no assurance that variables named identically contain the
same query value or a derivative of it, especially in the Go
languages which allows developers to declare a variable with
the same name in an inner block [32].

Other tools exist for verifying phantom reads, but
they are not publicly accessible, making it challenging
to fully understand their functioning from the scientific

VOLUME 12, 2024



L. Olivieri et al.: Detection of Phantom Reads in Hyperledger Fabric

IEEE Access

literature only. However, these tools are significantly
influenced by Chaincode Analyzer and Revive"CC. In par-
ticular, Yamashita et al. [8§] and Penghui et al. [9] claim
to detect range query risks on GetHistoryForKey,
GetQueryResult, and GetPrivateDataQuery
Result. However, Yamashita et al. [8] do not pro-
vide information on how the check is performed, while
Penghui et al. [9] describe a blacklisting approach on
reachable statements considering the call paths from the
Invoke function, which is a typical entry point for
chaincodes.

V. METHODOLOGY

In this work, we focus on detecting potential conflicts at
the smart contract level, i.e., without impacting the official
HF architecture. Then, the developers can detect these issues
and change their code [20] to avoid range query issues
(hence, data inconsistencies) and conflicts (hence, invalid
transactions and bottlenecks).

To propose a novel solution that improves the state of the
art, we investigated in depth the existing tools proposed above
and we highlighted three main critical shortcomings: (i) the
incomplete instruction coverage, (ii) a partial detection of
phantom reads written in the ledger, (iii) the lack of formal
guarantees.

Our core contribution is the design and implementation
of an analysis that fills these shortcomings. In particular,
in Sections VI and VII, we describe our solution based
on information flow analysis for detecting phantom reads
and range query risk using static analysis through abstract
interpretation [11], [12]. As far as we know, this is the first
information flow analysis applied to HF for the detection of
this type of issue.

In a nutshell, the idea is to have complete coverage for the
detection of instructions that can lead to phantom reads and
all instructions that allow one to write the ledger. Then, the
information flow analysis, starting from the instructions that
can generate phantom reads, checks if their values do end
up in the ledger’s write instructions leading to the phantom
read issues. We also choose to adopt a program representation
based on Control Flow Graphs [33] (CFGs) instead of ASTs,
because ASTs focus on representing the structure of the
code based on its syntax, while CFGs focus on representing
the execution paths within the code. Moreover, basing the
analysis on abstract interpretation, our approach can consider
program semantics improving the precision compared with
syntactic checks of existing tools and also cover all possible
program execution paths, formally ensuring the detection of
phantom reads.

Specifically, our approach does not suffer from the
limitations of blacklisting, i.e. the complete removal of
every instruction that can generate phantom reads, as it
only alerts when there is the possibility that phantom read
values may be written in the ledger. In addition, Revive”
CC-like approaches do not provide formal guarantees about
their findings, which, consequently, can lead to several
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false positives, or, in worst-case scenarios, false negatives.
Instead, our approach offers several mathematical guarantees
based on formal methods, such as the absence of false
negatives (discussed in Section VII-A) as well as being
interprocedural, i.e., examines the behavior of a program
across multiple methods and functions calls, analyzing how
the different interactions between them affect the overall
behavior of the program. Therefore, this allows one to achieve
full program coverage during the analysis considering also
the peculiarities of languages such as multiple variable
declarations in different inner blocks.

Tables 2 and 3 propose a summary view of tool compar-
ison and instruction coverage, respectively, comparing our
approach with the tools mentioned above. Note that, the
notation 'n.d.” means that no data are available for that entry,
while ‘—" symbol indicates not applicable. Specifically, for
tools that use blacklisting, only read operations are taken
into account, and write operations are not included in the
analysis. As shown in Table 2, our approach is the only one
that performs analysis based on program statement semantics
providing a comprehensive understanding of chaincode
behaviors allowing it to be more precise in terms of analysis
as well as is one of the few to perform an interprocedural
analysis. Furthermore, our approach seems to be currently
the only one to cover issues from both re-executed and not
re-executed statements (see Section III), i.e., it can prevent
the bottlenecks due to the optimistic concurrency model’s
inefficiencies and avoid data inconsistencies, respectively.
Regarding Table 3, our approach currently covers all related
instructions that can perform phantom reads and also
instructions that can write values to the HF ledger.

VI. DETECTION OF PHANTOM READS BY INFORMATION
FLOW ANALYSIS

Program verification can be applied from the very begin-
ning of the chaincode implementation. In the blockchain
context, this aspect is particularly relevant as it allows for
code verification before deployment, i.e., before the code
becomes difficult to patch. In particular, static analysis can
automatically verify the properties of computer programs
without executing the code [34], thereby reducing the burden
on developers for bug fixing and giving them the chance
to fix issues and code smells at an early stage [35]. In this
section, we address the problem of detecting phantom reads
using static analysis and formal methods, specifically through
abstract interpretation [36] and information flow analysis.

In a nutshell, abstract interpretation allows one to reason
about program semantics by computing its abstract seman-
tics, sacrificing precision to gain computability. Properties
proved in the abstract semantics are guaranteed to hold in the
concrete (i.e., actual) semantics, enabling the verification of
correctness and safety.

Information flow analysis [37], [38] examines how infor-
mation moves through a program or system. Typically, it is
used to identify if private input (such as sensitive data or
untrusted data) flows explicitly (i.e., through assignments) or
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TABLE 2. Smart contract’s analysis tool comparison.

‘ Tool ‘ Range Query Risk (Not Re-Execution) Detection ‘ Phantom Read (Re-Execution) Detection ‘ Interprocedural ‘ Available For Evaluation
Chaincode Analyzer [21] syntatic check on AST (black-listing) X X v
Revive™CC [22] syntatic check on AST (symbolic data flow) X X v
Yamashita et al. [8] n.d. (presumably syntactic on AST) nd. X X
Lvetal [9] syntactic on AST + call paths (black-listing) nd. v X
Our Approach semantic check on CFGs (taint analysis) semantic check on CFG (taint analysis) v v

TABLE 3. Instruction coverage of smart contract’s analysis tools for range query risk.
Instruction Type Chaincode Analyzer [21] | Revive"CC [22] | Yamashita et al. [8] | Lvetal [9] | Our Approach
GetHistoryForKey Read Operation v v v v v
GetQueryResult Read Operation v v v v v
GetPrivateDataQueryResult Read Operation X X v v v
PutState Write Operation - v nd. - v
DelState Write Operation - X n.d. - v
SetStateValidationParameter Write Operation X n.d. - v
PutPrivateData Write Operation - X n.d. - v
DelPrivateData Write Operation - X nd. - v
PurgePrivateData Write Operation - X n.d. - v
SetPrivateDataValidationParameter | Write Operation - X n.d. - v

implicitly (i.e., through control flow) to a public output (like
unauthenticated web views or SQL query execution routine).
Over the last forty years, this analysis and its generalizations
have produced significant scientific and industrial outcomes.
However, analyses that track both implicit and explicit
information flows have seen limited industrial application,
mostly due to the false positives associated with implicit
flows and challenges with scalability [39]. For this reason,
taint analysis [36, Section 47.11.8] is often preferred over
traditional information flow analysis. Taint analysis is an
instance of information flow analysis that focus on detecting
if tainted information explicitly flows from specific sources
to critical program points, traditionally called sinks, without
any intermediate sanitization. Program variables, denoted
by V, are partitioned into tainted variables, denoted by T,
and clean variables, denoted by C, where V. = T U C
and T N C = ¢. Tainted variables may contain values
coming from sources, while clean variables are assured to be
free from tainted values across all program executions. The
analysis identifies information flows (in the form of value
propagations) from T to C variables, focusing only on explicit
flows to reduce false positives. In our approach, we use one
level of taintedness (that is, data can be only taint or clean)
to improve performance and scalability. Taint analysis has
proven to be effective in identifying vulnerabilities across
various real-world applications [39], [40], [41], [42], [43],
[44], [45]. Additionally, taint analysis can also be applied
with formal method frameworks to achieve soundness.

A. PHANTOM READ DETECTION AS TAINTNESS PROBLEM
The phantom reads problem can also be seen as a taintness
problem. Specifically, since values returned from a query are
intended to be read-only, detecting explicit flows of these
values to a write state operation, can identify a phantom
read conflict or a range query risk, depending on the query
statement involved. We can consider the query functions
(refer to Table 1) as sources, and the write state operations
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TABLE 4. List of write state functions in HF.

Write State Function

PutState

DelState
SetStateValidationParameter
PutPrivateData

DelPrivateData

PurgePrivateData
SetPrivateDataValidationParameter

[ Package | Type/Interface

shim ChaincodeStubInterface

(refer to Table 4) as sinks. Consequently, variables in T are
those that may contain phantom values coming from query
statements, while variables in C are guaranteed not to contain
phantom values across all possible program executions. For
the sake of clarity, we have treated all range queries as
sources. However, it is possible to conduct two distinct
taint analyses while keeping the same sinks but splitting
the sources into two different sets: one comprising the
re-executed queries and the other including non-re-executed
ones. This solution enables analyses to differentiate between
phantom reads detected by HF, which lead to performance
slowdowns, and those related to range query risks, which
result in inconsistencies, respectively.

VII. IMPLEMENTATION IN GOLISA

We implemented a static taint analysis for detecting phantom
reads in GoLiSA,! an open-source static analyzer for Go
applications [43], [46]. It provides a frontend to parse and
manage Go applications, and its analysis engine relies on
LiSA [23], [47] (Library for Static Analysis), a modular
framework for developing static analyzers based on abstract
interpretation. A high level overview of the GoLiSA architec-
ture is reported in Figure 2.

After GoLiSA has successfully parsed a Go chaincode of
interest and built a program representation based on CFGs,
the taint analysis begins by identifying source statements
within the program. This is achieved through matching the
signatures of the program’s query methods against those

! Available at https://github.com/lisa-analyzer/go-lisa
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FIGURE 2. High-level overview of the GoLiSA architecture.

listed in Table 1. From these identified sources, the analysis
propagates the information throughout the program. For each
program point, GoLiSA determines whether each variable
contains information originating from sources (i.e., whether
it is tainted) or not (i.e., whether it is clean/untainted). The
LiSA analysis engine then executes a program-wide fixpoint
by computing each CFG’s fixpoint and considering abstract
semantics of each instruction.

At the end of the information propagation phase, GoLiSA
checks if tainted variables flowed into a sink. If so, an alert
is issued to indicate that tainted information has reached a
critical program point. It is important to highlight that the
analysis performed by GoLiSA is interprocedural, meaning it
analyzes the program across different procedures or function
calls, ensuring a thorough examination of the program’s
behavior.

A. APPROXIMATIONS, ABSTRACTIONS, AND SOUNDNESS
Abstract interpretation allows one to formalize a notion of
soundness. An analyzer is sound concerning a property of
interest if it examines all possible program executions of
a target program, ensuring definite guarantees about the
property. Consequently, if it does not raise any alarms,
the property is ensured to be upheld in every execution.
In other words, sound analyzers have no false negatives
(i.e., the property holds in at least one concrete execution,
but the analyzer does not detect it and no alarm is issued).
To pursue soundness, we employ over-approximations of
abstract semantics of instructions in GoLiSA. This ensures
that our static taint analysis conservatively assumes that
properties might hold, as it considers a broader spectrum of
executions than concrete ones.
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resultsIterator, err := stub.GetQueryResult (queryString)

1

2

3 if err != nil {

4 return nil, err

5 1}

6

7 defer resultsIterator.Close()

8

9 sum = 0

10 for resultsIterator.HasNext () {

11 queryResult, err := resultsIterator.Next ()
12 if err != nil {

13 return shim.Error ([]lbyte("Error!"))
14 }

15 sum = sum + getValue (queryResult)

16 1}

17

18 stub.PutState("sum", []byte (sum))

FIGURE 3. A fragment of chaincode leading to a range query risk.

Our proposed taint analysis follows a fully static approach.
The main limitation lies in the inability to accurately
capture runtime behaviors and context-specific informa-
tion due to the lack of dynamic information. Further-
more, taint analysis tracks as abstract values only binary
information (tainted/clean) and not all the possible val-
ues readable from the sources. Consequentially, over-
approximating program behaviors and values, this approach
does not exclude the presence of false positives. How-
ever, it allows users to scales with different codebases,
making it suitable for projects of various sizes and
complexities.

VIIl. ANALYSIS IN THE PRACTICE

In this section, we assess our analysis through a simple yet
expressive example scenario, highlighting the effectiveness
and the practical implications of our approach.
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Transaction A

Query all values in
the world state

Sum the values
reported by the
query ad store it in

the world state

FIGURE 4. Example of phantom read in HF [13].

resultsIterator, err := stub.GetQueryResult (queryString)

A

queryResult, err := resultsIterator.Next()

sum = sum + getValue (queryResult)

y
v
v
stub.PutState ("sum", []byte(sum))

FIGURE 5. Explicit flow leading to range query risk in Figure 3.

A. EXAMPLE OF PHANTOM READ

Let us consider the fragment of chaincode reported in
Figure 3. The main idea of this chaincode is to, given an
arbitrary query queryString (written using the syntax
of the underlying state database), retrieve the query results
from the current world state using the GetQueryResult
statement (line 2), iterate over the query result contained in
resultsIterator (lines 10 — 11), extract the values of
query records, and sum them in a variable sum (line 15), i.e.,
sum the values of keys matching that query in the current
world state. Then, the computed sum value is stored using
PutState in the world state at the end of the computation
(line 18).

The code reported in Figure 3 includes the GetQuery—
Result statement, which can lead to a potential phantom
read or, more specifically, to a range query risk as it is
not subject to re-execution, as reported by Table 3. High-
throughput is a critical application requirement in industrial
settings, meaning that chaincodes are required to handle
transactions in a concurrent environment where the world
state can change multiple times and quickly.

Let us now consider Figure 4. Transaction A proposes
the execution of the chaincode described in Figure 3, while
transaction B proposes the execution of a chaincode that
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{key = a, value = 1}
{key = sum, value = 02.

Transaction B

{key = a, value = 1}
{key = b, value = 99}
{key = a, value = 1}

/..
stub.DelState("b")

/..

Remove the state
with the key equals
to "b" from the world
state

‘e

A
1 or 100?

removes a key-value pair from the world state. If the
two transactions occur concurrently, and since there is no
re-execution for transaction A during the validation phase,
an inconsistency could arise, leading to different sum values
if the transaction B removes a key-pair value in the world state
simultaneously.

B. RUNNING THE ANALYSIS

Analyzing the chaincode reported in Figure 3, GoLiSA
successfully identifies the flow leading to a range query risk,
which originates from GetQueryResult and reaches the
write state instruction PutState, as shown in Figure 5.
Specifically, at line 2, GetQueryResult instruction may
return a value containing phantom data. This data is
propagated through resultsIterator to the variable
queryResult atline 10, reaching the Put St ate instruc-
tion through getValue (queryResult) atline 15, where
it is written in the world state.

Specifically, at line 2, GoLiSA identifies GetQuery
Result as a tainted source because it yields a value from a
query function that is not re-executed. Then, this tainted data
propagates through the program, according to the abstract
semantics of the instructions. At the end of the propagation
phase, GoLiSA returns the analysis results as a set of CFGs
enriched with the abstract post-state computed for each
instruction, as reported in Figure 6. Note that sum € C
after instruction n + 5, while sum € T after instruction
n + 6; this is due to the fixpoint computation of the for
loop taking into account both incoming values (i.e., n+ 5 and
n + 10 instructions) to ensure over-approximation of the set
of variables that may be tainted. These results are processed
by a checker that inspects them to detect program points
containing sinks and whose values come from variables
contained in the taint set. Finally, an alert is issued on line 15,
because the second parameter of PutState is flagged as

VOLUME 12, 2024



L. Olivieri et al.: Detection of Phantom Reads in Hyperledger Fabric

IEEE Access

n+l

l

resultsIterator, err := stub.GetQueryResult (queryString) SOURCE
T: resultsIterator, err
C:
n+2 l
T: resultsIterator, err
c
n+3 n+4

return nil, err defer resultsIterator.Close()

T: resultsIterator, err T: resultsIterator, err

l n+5
[ ew-o |

T: resultslterator, err

C: (e

C: sum

T: resultslterator, err,
—
sum

n+7

queryResult, err := resultsIterator.Next()

T: resultslterator, err,
queryResult, sum

n+8 1

T: resultsIterator, err,
queryResult, sum

C:

C:

n+9 n+10

return nil, err

T: resultslterator, err, T: resultslterator, err,
queryResult, sum queryResult, sum

sum = sum + getValue (queryResult)

(c C:

n+11

stub.PutState ("sum", []byte(sum)) SINK

T: resultsIterator, err,
queryResult, sum

|

FIGURE 6. CFG containing information of taint analysis.

C:

a sink by the analysis, the statement [ ]byte{sum} yields
the value from sum, and sum € T in that program point
(instruction n + 11).

An additional graphical representation of the analysis
related to the example is depicted in Figure7. The black text
box indicates the sources, while the red text box indicates the
sinks for the taint analysis. The complete propagation of the
flow is highlighted in yellow.

IX. CONCLUSION

In blockchain-based contexts, software verification plays a
key role, as when the software runs in a distributed and
decentralized network where patching and fixing code is
not always easy to do, and data is stored in the blockchain,
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1

2 resultsIterator , err := |stub.GetQueryResult (queryString)
3 if err != nil {

4 return nil, err

5 }

6

7 defer resultsIterator.Close ()

8

9 sum = 0

10 for resultsIterator.HasNext () {

11 queryResult , err := resultsIterator.Next ()
12 if err != nil {

13 return shim.Error ([]lbyte ("Error!"))

14 }

15 sum = sum + getValue (queryResult)

16 }

=

oo

stub.PutState(| "sum", []byte (sum) |)

19

FIGURE 7. Graphical representation of taint analysis.

it becomes immutable. Therefore, it is necessary to detect,
investigate, and fix issues early in software development
to avoid network slowdown and the unexpected or wrong
storage of immutable data. Moreover, particular attention
must be paid to data management within smart contracts
to remain compliant with regulations such as the recent
European Data Act [48].

Regarding HF, verification tools are few and, although
formal software verification has a long history in computer
science, these tools cannot provide guarantees about their
findings, as they mostly apply syntactic checks. However,
in recent years, the scientific community has become very
aware of these issues, and with the advent of new frameworks,
such as LiSA [23], Mopsa [49], or Goblint [50], it has
made these technologies more accessible to developers and
practitioners.

Regarding phantom reads, we provide a solution based
on taint analysis for their detection advances the current
state-of-the-art for HF, considering the semantics of the
instructions and providing formal guarantees, thanks to the
abstract interpretation framework.

Future work will investigate techniques to improve the
results and help developers during the bug-fixing phase to
understand the root cause of issues, such as introducing a
backflow analysis to reconstruction taint graphs [51], as well
as investigating techniques for making the analysis config-
urable by automatically discovering sources and sinks [52].

Although increasing precision means degrading analysis
performance, smart contracts are typically minimal programs
with low complexity. Then, it could increase the precision
without excessively impacting the analysis performance.

Moreover, given the multi-language nature of LiSA [47],
once the frontends of interest are supported, we will be in
the position to support the detection of phantom reads and
range query risks for other chaincode languages (such as Java
and JavaScript) without changing the taint analysis engine of
LiSA.
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