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Assessment in Heterogeneous Virtual Networks
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Abstract—In this article, we report on the application of
resiliency enforcement strategies that were applied to a
microservices system running on a real-world deployment
of a large cluster of heterogeneous Virtual Machines (VMs).
We present the evaluation results obtained from measure-
ment and modeling implementations. The measurement in-
frastructure was composed of 15 large and 15 extra-large
VMs. The modeling approach used Markov Decision Pro-
cesses (MDP). On the measurement testbed, we imple-
mented three different levels of software rejuvenation gran-
ularity to achieve software resiliency. We have discovered
two threats to resiliency in this environment. The first threat
to resiliency was a memory leak that was part of the under-
lying open-source infrastructure in each VM. The second
threat to resiliency was the result of the contention for
resources in the physical host, which is dependent on the
number and size of VMs deployed to the physical host. In
the MDP modeling approach, we evaluated four strategies
for assigning tasks to VMs with different configurations
and different levels of parallelism. Using the large cluster
under study, we compared our approach of using software
aging and rejuvenation with the state-of-the-art approach of
using a network of VMs deployed to a private cloud without
software aging detection and rejuvenation. In summary,
we show that in a private cloud with non-elastic resource
allocation in the physical hosts, careful performance engi-
neering needs to be performed to optimize the trade-offs
between the number of VMs allocated and the total memory
allocated to each VM.

Index Terms—Software resiliency, software aging, soft-
ware rejuvenation.

Received 6 March 2024; revised 20 January 2025; accepted 24
February 2025. Date of publication 11 March 2025; date of current
version 27 June 2025. This work was supported in part by MUR-PRIN
project DREAM under Grant 20228FT78M, in part by the MUR Depart-
ment of Excellence 2023-2027 for GSSI, and in part by PNRR project
VITALITY under Grant ECS00000041. (Corresponding author: Catia
Trubiani.)

Alberto Avritzer is with EsulabSolutions Inc., Princeton, NJ 08540
USA.

Andrea Janes is with the Free University of Bozen-Bolzano, 39100
Bolzano, ltaly.

Andrea Marin is with the Universita Ca’ Foscari di Venezia, 30123
Venezia, Italy.

Catia Trubiani is with Gran Sasso Science Institute, 67100 LAquila,
Italy (e-mail: catia.trubiani@gssi.it).

Andre van Hoorn is with Universitat Hamburg, 20148 Hamburg, Ger-
many.

Matteo Camilli is with the Politecnico di Milano, 20133 Milano, ltaly.

Daniel S. Menasché is with the Universidade Federal do Rio de
Janeiro, Rio de Janeiro 21941-853, Brazil.

André B. Bondi is with Software Performance, Scalability Consulting
LLC, Red Bank, NJ 07701 USA.

Digital Object Identifier 10.1109/TETC.2025.3547612

, Member, IEEE, Andrea Janes
, Matteo Camilli

, Andrea Marin
, Daniel S. Menasché

, Senior Member, IEEE,
, and André B. Bondi

[. INTRODUCTION

OFTWARE aging is the phenomenon of increasing failure
S rate that long-running software exhibits. Contention or de-
pletion of shared resources are some examples of the causes of
software aging. Software aging was first discovered as a result of
the application of quantitative approaches to estimate software
reliability [1]. The term “software rejuvenation” was also coined
in [1]. Software rejuvenation consists of restoring the software
to full capacity by cleaning up system resources.

We report on the empirical results of two measurement cam-
paigns. In the first measurement campaign, we evaluated the ef-
fectiveness of the resilience approaches introduced in this paper.
These results show that the experiments with extra-large VMs (8
gigabytes of computer memory) exhibit significant performance
degradation when compared to the strategies that use large
(4 gigabytes of computer memory) VMs. Therefore, a second
measurement campaign was initiated to help understand the root
cause of the performance degradation for the extra-large VM
networks. The second measurement campaign results show that
the measured performance of each extra-large VM is dependent
on the number and size of VMs that are running simultaneously
in the physical host. This is a new result that shows that the
VM network under study is suffering from two levels of aging:
(1) memory leak at the VM level as shown in the detailed
measurement plots, and (2) environmental aging as a result of the
contention between the VMs for shared resources at the physical
host. The Markov Decision Process (MDP) modeling approach
presented in Section V-B assumes that each VM operates in-
dependently. The MDP model presented in Section V-C was
changed to account for the number and type of VMs executing
ata physical host. This model improvement was made to account
for the empirical results uncovered in our second measurement
campaign. The goal of both models is that of systematizing the
optimal rejuvenation policy.

In summary, we show that in a private cloud with non-elastic
resource allocation in the physical hosts, careful performance
engineering needs to be performed to optimize the trade-offs
between the number of VMs allocated and the total memory
allocated to each VM.

Subsequently, to understand the impact of contention for
shared resources at the physical host, we have formulated a
bin-packing optimization problem [2] to derive the optimal
combination of VMs of large and extra-large sizes. The optimal
combination of VM sizes obtained from the solution of the
bin-packing optimization problem can be used to avoid the

© 2025 The Authors. This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see
https://creativecommons.org/licenses/by/4.0/


https://orcid.org/0000-0002-9401-9663
https://orcid.org/0000-0002-1423-6773
https://orcid.org/0000-0002-5958-1204
https://orcid.org/0000-0002-7675-6942
https://orcid.org/0000-0003-2567-6077
https://orcid.org/0000-0003-2491-5267
https://orcid.org/0000-0002-8953-4003
https://orcid.org/0000-0003-0709-2078
mailto:catia.trubiani@gssi.it

300 IEEE TRANSACTIONS ON EMERGING TOPICS IN COMPUTING, VOL. 13, NO. 2, APRIL-JUNE 2025

Markov Decision Process

WL Determine optimal
with independence

activation and

Py assumption (Figure 4) rejuvenation policy
5 P
H le v
= Markov Decision Pfocess
with perfofmance
resource cghntention
assumption (Figure 5) T A
= Discovered
mode parametenzanon . resource
Experimental B contem;on
design of 18 Expenmenlal design .. at physical
rejuvenation based on mixed . host
N strategies infeger programming T
g (Table 1) ; (Table 2)
g /4V;7
First measurement A
campaign
€ (15 XL, 15 L VMs)
i -
- - v
§ First Second measurement
= empirical ion of ign with varying
network reslllency number of VMs \

motivated mvesngauon Second empirical

of how XL machines

~céused performance
degradation

vvvvv evaluation of
network resiliency
(Table 3)
Memory Performance degradation
leak for XL machines

Figure 1.  lllustration of the empirical assessment implemented in the
paper. The visualization is based on the BPMN notation [4], where solid
lines indicate process flow, dashed lines indicate data input or output.

second level of software aging due to contention for shared
resources, e.g., memory, when the number extra-large VMs used
are the source of memory pressure on the physical host.

Specifically, the key takeaways from the application of the
methodology presented in this paper to the large heterogeneous
VM cluster under study are the following: (1) avoid competition
between rejuvenation and workload execution, (2) consider re-
juvenation granularity (the finer, the better), (3) pay attention to
contention for physical host resources.

The key contributions of this paper are the following.

i) An empirical assessment of several Software Rejuve-
nation Strategies executed on a testbed composed of
state-of-the-art components.

ii) An Optimal Policy Synthesis based on a Markov
Decision Process (MDP) analytical model. The MDP
models the trade-off between preventive maintenance
costs, due to rejuvenation, and the risk of incurring reac-
tive costs, due to failures. The MDP was parameterized
using failure data from the two measurement campaigns.

iii) The derivation of the optimal combination of VM sizes as

the solution of the bin-packing optimization problem.

This paper is an extended version of the work presented by
Avritzer et al. [3]. The blue shaded areas in Figure 1 illustrate
the empirical assessment that was presented in [3], while the
green shaded areas illustrate this paper’s extensions. We extend
the work by solving an integer programming problem to derive
the optimal combination of VM sizes (Section VII-A) and
running a second measurement campaign based on the solution
of the integer programming problem (Section VII-B). We have
uncovered a second level of software aging due to contention
for shared resources. We have also extended the MDP model
(Section V) to take into account the Performance Dependency
between VMs (Section V-C). In addition, we have extended the

related work (Section II) and we have added information about
the calibration procedure (Section VI-B).

The outline of this paper is as follows. Section II provides
a summary of the related work. Section III introduces the key
concepts and the methodology used, while Section IV describes
the open-source benchmark used for load generation, and the
measurement infrastructure used to derive the empirical re-
sults. Section V introduces a parameterized Markov decision
process-based model that was used to derive the optimal re-
siliency policy using measured parameters. Section VI discusses
the experimental design and software rejuvenation strategies
for the first measurement campaign conducted in this paper.
Section VII presents the results of the second measurement
campaign and its analysis. Section VII-A presents the integer
programming solution used to select the optimal number of VMs
to be assigned to a physical host. Section VII-B discusses the
experimental design and software rejuvenation strategies for the
second measurement campaign, which was based on the optimal
configurations derived from the integer programming solution.
Section VII-C presents our modeling and measurement results
and Section VII-D presents our research key findings, while
Section VIII provides our conclusion and recommendations for
future research.

Il. RELATED WORK

The Handbook of Software Aging and Rejuvenation [5]
presents a detailed overview of the fundamentals, approaches,
models, and applications of software aging and rejuvenation. In
the following, we provide a summary of the most closely related
approaches in the context of software aging and rejuvenation
models, monitoring, and empirical methodologies.

Analytic Models: A survey on software aging and rejuvenation
studies is presented in [6], where the authors point out that
analytical models were mainly designed for scheduling the
rejuvenation time. The Markov chain model introduced in [1]
has four states: (i) “Highly robust”, (ii) “Failure probable”, (iii)
“Crash failure”, (iv) “Rejuvenation”. The costs associated with
unscheduled downtime are modeled by the “Crash failure” state.
In the “Failure probable” state, a failure will cause a transition
to the “Crash failure” state and a software rejuvenation action
would cause a transition to the “Rejuvenation” state. In [7], a
predictive model is proposed to derive the optimal rejuvenation
time while considering thresholds for the resource consumption
of the aging-related indicators. In this paper, we introduce a new
software rejuvenation model as shown in Figure 4. The model
selects the optimal action to take at a given time by maximizing a
value function. The model parameters are empirically computed
using measurements from the large heterogeneous network of
Virtual Machines.

Markov Regenerative Models: In [8], the authors have in-
troduced a Markov regenerative stochastic Petri net to model
the generally distributed timed transitions that are triggered by
software rejuvenation. In [9], a Markov regenerative process
model is built based on the system condition, i.e., faults are
injected and contribute to determining the degradation rate of
the application. The goal is to get the optimal inspection time
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intervals, and experiments show that the unavailability and the
overall loss probability of the system were reduced. In [10], a
Markov regenerative model approach is adopted to determine the
optimal inspection time interval, thus maximizing application
service availability. Memory leaks were injected to measure
aging-related parameters in a virtualized environment, i.e., built
on top of a kernel-based VM. In this paper, we developed a
Markov Decision Process model that was empirically instru-
mented with failure probabilities that were derived from results
of our measurement campaigns.

Monitoring: In [1], the authors were the first to introduce the
term “software rejuvenation” in the context of software avail-
ability. They demonstrated that for client-server architectures,
periodic rejuvenation at idle times (e.g., weekends) increased
server availability. In a subsequent related work [11], the best
times to execute the software rejuvenation to reduce packet loss
were determined by monitoring the software aging rate and
real-time traffic demands. The importance of system monitoring
was assessed even later in the literature. For instance, in [12],
the authors present an evaluation of software rejuvenation poli-
cies (focusing on transaction systems). Experiments in [12]
show that monitoring the number of completed operations (or
transactions), instead of other properties (e.g., the accumulated
operation time), is indeed valuable in minimizing the system
failure rate.

Empirical Results: In [13], the authors presented empirical
data collected at Lucent Bell Labs with the objective of develop-
ing a tool for OS resource monitoring. This effort was one of the
first systematic approaches to show the phenomena of software
aging. In [14] and [15], a semi-Markov model and tool were
developed to dynamically monitor workload states with the goal
of predicting the time for resource degradation. All parameters
in the model and the tool were empirically derived, including
the model states, the residence time distributions, the states’
probability of transition, and the state rewards. This work was
extended in [16] to develop a tool for software aging detection
in a cloud system. In [17], an empirical study is proposed to
investigate aging-related bug datasets. There, machine learning
techniques are adopted to improve the accuracy of a prediction
model. Interestingly, in [18], the authors propose a taxonomy
of aging-related bugs extracted by using popular deep-learning
libraries, and employing the indicators outlined by [16].

Granularity: Multi-granularity software rejuvenation has
been studied extensively, see for example [9], [19], [20]. An
overview of software rejuvenation granularity concepts was
presented in [21]. In this paper, we evaluate the impact of multi-
granularity software rejuvenation on the large heterogeneous
network ecosystem that will be presented in Section I'V.

[ll. KEY CONCEPTS AND METHODOLOGY
In this section, we present the definition of the key concepts
and a structured description of the methodology.

A. Key Concepts

o Scalability requirement definition: The approach used to
define the scalability requirement is based on the specified

coverage of 99.7% of the normal distribution probability
mass. The main assumption used to define this scalability
requirement is that scalable systems’ response will rarely
cross the response time threshold defined by three standard
deviations from the mean. Therefore, we use the average
workload response time, u, and standard deviation, o,
results measured at the low load calibration point, to
compute the scalability requirement, i + 3-0.

® Software aging detection: Violations of the defined scal-
ability requirement are used to trigger software aging
events.

e Software rejuvenation approach: Eighteen strategies for
software rejuvenation are defined in the experimental de-
sign presented in Section VI-D.

® Normalized distance (ND) metric: The normalized dis-
tance metric is used to incorporate the scalability require-
ment into the analysis of each resiliency strategy. The
normalized distance metric assesses the system’s ability
to meet the scalability requirement, R, and is related to the
user perception of system performance, 7". The normalized
distance ranges from 0 — 2. Therefore, a resilient system
will have T' < R, and the normalized distance, N D, will
be < 1. In contrast, if the measured system performance is
in violation of the scalability requirement the normalized
distance, N D, will be > 1. The normalized distance is
defined in (1).

® Markov Decision Process (MDP): We introduce a tool
for the computation of the optimal rejuvenation policy
starting from the measurement campaigns that we carried
out. Given the age of a machine (measured as the number
of served requests), we estimate the probability of failing
the normalized distance target. The MDP allows us to
decide at any moment (i) which machine to use to serve
the requests, (ii) when to start the rejuvenation, taking into
account that this process may have a cost and hence should
not be done more frequently than necessary.

B. Methodology

The methodology introduced in this paper consists of the
following steps and is depicted in Figure 2:

1) Define the system under test (Section V).

2) Synthesize the optimal scheduling policy using the pa-
rameterized Markov decision process (MDP) based on
modeling assumptions (Section V). This step aims to
identify the optimal scheduling policy from first princi-
ples. The MDP model is parameterized with results of the
first and second measurement campaigns.

3) Execute calibration experiments to define the scalability
requirement (Section VI-A) that was used to assess the
software aging of each experiment and define the nominal
load level to be used in the experiments (Section VI-B).

4) Create an experimental design consisting of the rejuvena-
tion strategies and the rejuvenation levels of granularity
(Section VI-C and VI-D).

5) Execute the first measurement campaign to evaluate the
resiliency effectiveness of the rejuvenation strategies. The
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empirical results from the first measurement campaign are
presented in Figures 12(a)—17(c).

6) a. Analyze the empirical results obtained from the first
measurement campaign to detect threats to resiliency
(Section VII). This analysis effort consisted of investi-
gating the root causes of threats to resiliency identified
in the first measurement campaign. We define a mixed
integer programming problem to obtain the optimal het-
erogeneous combination of VMs (Section VII-A).

b. Execute the second measurement campaign based on
VM configurations obtained from the mixed integer pro-
gramming problem solution.

c. Analyze the empirical results obtained from the second
measurement campaign (Section VII-B).

IV. LARGE HETEROGENEOUS NETWORK ECOSYSTEM

The two empirical evaluations of network resiliency reported
in this paper were executed using resources allocated to our re-
search project by the Hasso Plattner Institute (HPI) as part of the
Future Service-Oriented Computing (SOC) Lab', as illustrated
in Figure 3.

Figure 3 shows 15 large (L) VMs (4 CPUs, 4 GB), and 15
extra-large (XL) VMs (8 CPUs, 8 GB), running at 1998 MHz.

Uhttps://hpi.de/en/research/infrastructure/future-soc-lab.html
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of threats combination of VMs
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pF

Figure 4.  MDP Model.

The CPU type used in the VM is the Intel Core i7 9xx, specif-
ically the Nehalem Core i7 variant with the IBRS update, with
1 thread per core. The VMs are implemented using the KVM
hypervisor with full virtualization.

The system under test was deployed to each VM using the
open-source DeathStarBench benchmark [22]. This bench-
mark was also used to gather the test results from the HPI
Large Heterogeneous Network Environment. Each HPI VM
was configured by following the guidelines provided by the
benchmark.

All tests were run at a constant load using the compose
review microservice. This microservice activates the movie
review service and accesses a local movie review MongoDB
database. Sections VI and VII-B present the empirical results
that were obtained by running the benchmark to assess the
resiliency of the large heterogeneous network ecosystem under
study in this paper.

Python scripts illustrated in Figure 3 comprise the measure-
ment infrastructure we use to execute tests, collect test results,
and then analyze the data.
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V. OPTIMAL POLICY SYNTHESIS

In this section, we introduce a model to derive optimal
scheduling policies. We begin by introducing the intuitive as-
pects of the model, followed by the model description and
numerical results derived with MDPToolBox [23].

A. Intuition and Motivation

The proposed model serves to capture the benefits of proactive
maintenance. Proactive maintenance is one of the most tradi-
tional applications of MDPs, as one needs to capture the mid and
long-term impacts of decisions to set the optimal actions [24].
Indeed, MDPs allow us to assess the impact of decisions over
time and identify the optimal actions to be taken. When greedy
solutions fall short of being optimal, MDPs provide a valuable
decision-making tool by incorporating the consequences of de-
cisions into a value function that spans a given time horizon. By
incorporating the long-term effects of decisions into this value
function, using dynamic or linear programming techniques, a
complex multi-stage problem requiring foresight can be trans-
formed into a more manageable single-stage greedy problem.
The optimal decision, in this case, corresponds to choosing the
action that maximizes the value function. Before introducing the
model, we present the assumptions used to derive it:

Assumption 1: We assume that each machine L is paired with
amachine XL, so the goal of the policy is to choose where to run
each task at each time slot. Only one machine in each pair can
execute a task at any slot. In general, the entire system consists
of many pairs.

Assumption 2: The optimal policy determines, for each pair
of machines, at each time slot, the optimal action to be taken.

Available actions and outcomes are presented below by fol-
lowing increasing levels of instantaneous costs.

¢ Execute workload, with success: in this case, the cost may
depend on whether one uses the L or XL machine.

® Rejuvenate a machine, and rely on its paired machine to
execute the workload: in this case, there is a rejuvenation
cost, as there is a planned unavailability.

e Execute workload, with a failure: in this case, the cost is
the largest, as there is non-planned unavailability.

Note that the purpose of rejuvenation is to avoid non-planned
failures. To this aim, the decision maker incurs an instantaneous
rejuvenation cost to avoid long-term failure costs.

The MDP is parameterized using the following elements,
where each item below corresponds to the respective item in
the above list:

¢ the costs associated with running an L or XL machine were
assumed to be the same;

® the cost associated with a rejuvenation of an L or XL
machine is a tunable parameter in the model. In this work,
we modeled this cost to be a fraction of the assumed failure
cost equal to 1/3; and

o the probability of failure, of an L or XL machine, at each
slot, based on the uptime of the machine, as illustrated in
Figure 5(a)—(b).

Model description: The MDP model is illustrated in Figure 4.
Let (i, j) be the state of the system where i,j € {0,..., K, R},

1
2
=)
£5 05
o~
£
.Lé‘ —o— L
04 —a— XL
5 10 15 20
Round (7)
(a) 15 boxes
1 I [
2
£k
S
& = 0.5 4+ 10 Boxes (L)
Ex. ~+ 10 Boxes (XL)
E?; S —+— 8 Boxes (L)
0 —m— 8 Boxes (XL)
| T

10 20 30 40 50
Round (%)

(b) 8 and 10 boxes

Figure 5. Failure probability increases over time, measured in rounds:
(a) 15 VMs; (b) 8 VMs and 10 VMs.

TABLE |
MDP NOTATION TABLE

Symbol Description
(i, 5)

State of a pair of machines, where ¢, j € {0, ..., K, R}:
¢ is the state of the L machine; j is the state of the XL machine

K Maximum number of test runs after which we surely rejuvenate
R Rejuvenation state
piX L Failure probability of extra-large VMs at state 7, 0 < i < K

(8 CPUs, 8 GB RAM)
piL Failure probability of large VMs at state 7, 0 <7 < K
(4 CPUs, 4 GB RAM)

C(t) Total cost accumulated up to time ¢

K > 0is the maximum number of tests run after which we surely
rejuvenate the machines, and R is a label that denotes that the
machines are being rejuvenated. This state definition, leveraging
a pair of machines, does not take into account the whole system
state, as further discussed in Section V-B. Table I summarizes
the notation.

The first element of the pair denotes the state of the L machine,
and the second element is the state of the XL machine. As
shown in Figure 4, each state has 4 actions, which are illustrated
in different colors (Figures 6 and 7) and are described in the
following.

e [: execute the experiment on the L machine;

e XL: execute the experiment on the XL machine;

e [/XL: execute the experiment on the L machine and reju-
venate the XL machine;
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Figure 6.  MDP with independence assumption: optimal policy.
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Figure 7. Optimal policy obtained with MDP for 8 VMs (left) and 10 VMs (right).

e XI/L: execute the experiment on the XL machine and
rejuvenate the L machine.

The rejuvenation of a machine has a cost of 10. Upon the
execution of a test on a machine, there can be a forced rejuvena-
tion of that machine because of the deterioration of the response
time. In this case, the cost is 10 for the test and 30 for the failure
to meet the desired quality of service. Whenever the policy can
choose either an L or an XL machine, the policy will opt for
the latter. Let C(t) be the total cost accumulated in the time
interval [0, t) according to the rules that we have just described.
The goal of the MDP is finding the optimal rejuvenation strategy
that minimizes lim;_,~, C(t)/t.

B. MDP With VM Independence Assumption

We now consider the MDP model with the following assump-
tion:

Assumption 3: All pairs of machines are independent and
decoupled from each other, i.e., their rejuvenation probability
is independent of the number of pairs that are operating at each
time epoch.

The probability of failing to meet the desired metric on the
response time after the i-th experiment, namely p;, is determined

experimentally. Figure 5 shows the failure probability over time,
measured in rounds. In Figure 5(a) we consider 15 boxes, and
an experiment running for 20 rounds. The failure probability of
large machines (L) is dominated by that of extra-large machines
(XL) because the latter consumes more resources causing more
frequent failures.

Figure 6 shows the optimal policy, given all possible config-
urations of the L and XL machines. The entries in Figure 6 are
the optimal actions chosen for each state (i,7) , as described
in Figure 4. The optimal policy suggested by the MDP consists
of using the XL machine as the main machine and the L as
the backup. This corresponds to Strategy -1in our experimental
evaluation, i.e., leftmost points in Figure 18. As discussed in
Section VII-D-3, whereas our experiments suggest that resource
contention at the physical host is the root cause of performance
degradation for Strategy -1, the optimal policy derived from
the MDP assuming independence between VMs, captures VMs
CPU and memory bottlenecks, which are more stringent for the
L machines, motivating the use of those machines as backup, and
XL as core. This finding motivated us to parameterize the MDP
model to account for performance dependency between VMs
in the MDP model. This new parameterization is presented in
Section V-C.
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C. MDP With Performance Dependency Between VMs

We now assume that the VMs are functionally independent
but contend for physical host resources.

To address the contention for resources on the host machine,
we reduced the number of VMs used in our experiments. Fig-
ure 5(b) illustrates that this adjustment resulted in the failure
probability of XL machines being lower than that of L machines.
This occurs because now the contention at the host machine is
reduced, allowing for XL machines to perform better than L.

More formally, the probability of QoS violation after the
service of n requests is dependent on the number of VMs that
are concurrently running (e.g., as shown in Table III according
to our measurements).

Assumption 4: All pairs of machines are functionally inde-
pendent but coupled to each other depending on the total number
of VMs deployed to the physical host. This dependency is taken
into account thanks to the second measurement campaign.

Henceforth, we are using Assumptions 1, 2, and 4.

Figure 7 shows the optimal policy, given all possible configu-
rations of the L and XL machines, for two levels of VMs used: 8
machines (left) and 10 machines (right). The entries in Figure 7
are the optimal actions chosen for each state (i, j), as described
in Figure 4.

The most important message that becomes evident from Fig-
ure 7 is that the optimal policy for minimizing the operating costs
of the systems (in terms of QoS violations and number of reju-
venations) depends on the entire state of the cloud system and
not just on the properties of the single VMs. This is because the
functional independence of VMs does not imply performance
independence.

The optimal policy illustrated in Figure 7, as suggested by the
MDP, consists of using the XL machine as the main machine and
the L machine as a backup only up to a certain combinations of
states (i, ), which is dependent on the total number of VMs
deployed to the physical host.

VI. EMPIRICAL RESULTS FROM FIRST MEASUREMENT
CAMPAIGN

In this section, we present the steps in the methodology
related to the first measurement campaign: (1) the definition of
the scalability requirement used as a response time threshold
to detect software aging (Section VI-A), (2) the calibration
procedure employed to define the nominal load level used (Sec-
tion VI-B), and (3) the experimental design (Section VI-C) used
to define the eighteen software rejuvenation strategies evaluated
(Section VI-D).

The context for the development of the experimental design
(Section VI-C) of these eighteen software rejuvenation strategies
was based on the initial empirical results obtained from mea-
surements on the large heterogeneous network ecosystem under
study. As we realized the trade-offs incurred in the rejuvenation
granularity and the execution of immediate rejuvenation, we
derived three levels of granularity and six rejuvenation strategies
that evaluated the resiliency impact of adding a pause to the
experiment (immediate X pause) during rejuvenation events,
which machines would be rejuvenated (extra-large x large), the

Successful experiment
Calibration threshold ‘

Experiment failed and machine 36 steps in
Mean response time of machine 36
Machine 21 was reactivated

Mean 108 = l/
response _, . 1 | £ x/‘ 3 Available memory
time (X) *—x x/f of machine 36

Available 10 7 . T . Available
memory of ° . 1 <— memory
machine 21 1 - in GB (*)

O T T T T T 0
0 1 2 38 4 5<———Experimentno.
Figure 8.  Example visualization with explanation.

rejuvenation granularity (i, dc, dp), and adding a delay before
triggering the rejuvenation event and synchronizing the triggered
rejuvenation events (bulk rejuvenation). The detailed resiliency
impact for each experiment run of these strategies are illustrated
in Figures 12(a)-17(c) and analyzed in Section VII-C. In addi-
tion, Figures 18 and 19 illustrate the aggregated resiliency impact
of each rejuvenation strategy by using the average normalized
distance for each rejuvenation strategy.

We evaluate several strategies to achieve resiliency in a large
heterogeneous network of VMs. We extend the policies pre-
sented in Section V, where the state was a pair of VMs, to account
for a network of VMs. We have used off-the-shelf VMs and a
well-assessed benchmark. We have executed experiments for the
calibration of the load. As the objective is to detect performance
degradation due to software aging, we employed a low-level
workload that did not stress memory resources, when the system
is operating at full capacity.

We used two means to achieve resiliency in our experiments:
(1) software rejuvenation and (2) load balancing to backup VMs.
In addition, we can choose to run the workload in large VMs or
extra-large VMs.

A. Scalability Requirement: Response Time Threshold

The calibration of the response time threshold was done as
follows. We implemented an approach for calibration, where the
workload is executed at a rate of 10 requests/sec for 5 minutes,
at the extra-large machines. The average workload response
time, y, and standard deviation, o, results measured at this low
load, are used to compute the scalability requirements for each
automated experiment. We use the largest obtained measure of
1+ 3-0 result as the scalability requirement.

For this measurement, we obtained p = 81.536 ms, and o =
32.37 ms. Therefore, the response time threshold (scalability
requirement) used to trigger software aging detection in our
experiments is pt + 3-0 = 178.65 ms.

The figures below adopt the notation illustrated in Figure 8.
For each experiment, the obtained mean response time (in ms)
is shown with a cross as a marker. If the obtained response time
is below the requirement, the result is shown in green; in orange
otherwise. The free memory is represented with the scale on
the right y-axis using a blue dot ® as a marker. Since we also
want to represent load-balancing, i.e., the handover to another
machine, this is depicted with — and the machine name at the
moment the handover takes place. In Figure 8, this handover
occurs in experiment 3. From there on, also the average response
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Figure 10. Machine 48, load 10, 20, 30, 40, and 50 reg/sec.

times of the backup machine, as well as its free main memory,
are depicted in the visualization using a gray color. As soon
as the load-balancing switches back to the original machine,
response times and available memory are depicted again in color
(experiment 5 in Figure 8).

B. Empirical Data Used for Calibration: Single large and
extra-large VMs

We executed the “compose review” microservice in the HPI
SOC environment with load requests of 1/sec, 10/sec, 20/sec,
30/sec, 40/sec, and 50/sec. Figure 9 shows the single-VM large
measurement results, while Figure 10 shows the single-VM
extra-large measurement results used for calibration.

We used single-VM machine tests to obtain estimations of
load low and high load performance because we wanted to avoid
multiple VM interactions. In these figures, we show in green
shade the area of good performance, in blue dots the available
memory, and in green crosses the response time measurements.
Please observe that in these calibration tests rejuvenation is not
triggered. We can see from Figure 9 that the loads of 40/sec
and 50/sec bring the environment to overload conditions, as can
be seen from the increased number of response time spikes at
these loads when compared to the loads of 10/sec and 20/sec.
We can also observe the increased memory consumption rate at
the 40/sec and 50/sec loads in both Figures 9 and 10.

Therefore, we selected 30/sec as the nominal load and used it
for all the experiments of this paper.

C. Experimental Design

Table II contains the experimental design that was used to
evaluate different strategies for resiliency, for each rejuvenation

T T T T T T 0
0 5101520253035404550
Experiment

T T T T T T 0
0 5101520253035404550
Experiment

0
0 5101520253035404550
Experiment

TABLE Il
REJUVENATION STRATEGIES (-1, 0, 1, 2, 3, 4) AT THREE LEVELS OF
GRANULARITY (IMAGES AND DB INSTALL (1), DOCKER COMPONENT (DC),
DOCKER PLATFORM (DP)

=

S£ Ewt S 2 55 £,

52 25Ez s = EE 2z =

SE &L 2 58 TE 32 B

No. .5 £33 8 & E 25 &L &
-1i Xa extra-large i XP  12a
0i X large i 13a
li X X large i 14a
2i large i Xb 15
3i X X large & extra-large i 16a
4i large & extra-large i Xt 17a
-1dc X extra-large de Xb 12b
Odc X large dc 13b
lde X X large dc 14b
2dc large de Xb 15b
3de X X large & extra-large dc 16b
4dc large & extra-large dc = X 17b
-1dp xa extra-large dp  XP 12¢c
Todp X large dp T3
1dp X Xa large dp T Tdc
2dp large dp Xb15¢
3dp X X@ " large & extra-large dp  16¢
4dp large & extra-large dp X 17c

“for 10 minutes
bevery 50 minutes (10 runs)

granularity that was evaluated. We considered three levels of
rejuvenation granularity, ranging from coarser to finer: (i) clean-
ing and reinstalling Docker images and volumes, (dp) restarting
the Docker platform, and (dc) restarting the specific Docker
component responsible for the memory leak. For each row in
Table 1T we report the experiment index and the rejuvenation
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Figure 11.  Maximum memory usage (in all machines) for each exper-
iment of processes that grew by more than 10% overall.

strategy used. We also provide for each table row a pointer to
the figure illustrating the associated empirical results.

The threat to resiliency was a memory leak, as shown in
Figure 11, where the resident set size for a specific component
increases with every experiment. This finding justified the cre-
ation of the Docker component (dc) rejuvenation strategy, which
consists of restarting the process containing the memory leak.

D. Software Rejuvenation Strategies

Table II presents the software rejuvenation strategies evalu-
ated in the first measurement campaign. The shaded areas in
the Table represent the three levels of granularity used. Each
strategy id number contains one of three granularity levels used:
immediate (i), Docker component (dc), or Docker platform
(dp). For example, Strategy -1 uses the parameters in the rows
labeled -1i, -1dc, and -1dp in Table II, while Strategy 3 uses the
parameters in the rows labeled 3i, 3dc, and 3dp.

In Strategy -1, the extra-large VMs are used to execute the test
run. In this strategy, an extra-large VM is replaced by a large VM
when rejuvenation is triggered. The test run is paused while
rejuvenation is taking place. The bulk rejuvenation approach is
employed as follows. The system gathers all rejuvenation events
in a window of time (10 runs) and rejuvenates all these hosts
simultaneously. Figure 12 illustrates the associated empirical
results.

In Strategy 0-4 the large VMs are assigned to execute the
test run. Strategy 0, 1, and 3 activate the software rejuvenation
action as soon as a threshold violation is detected. However, for
Strategy 1 and 3, a pause of the test run execution is triggered
while software rejuvenation is executing. The test run pause was
added to the software rejuvenation strategy to avoid the cost of
rejuvenation overhead. Moreover, for Strategy 2 and 4, bulk
rejuvenation was implemented instead of test run pause. For
Strategy 3 and 4 both large and extra-large (core and backup)
VMs were rejuvenated once threshold violation was detected,
while for the other strategies, only the core VMs involved in the
test run execution were rejuvenated. Figures 13—17 illustrate the
associated empirical results for Strategy 0-4.

The key takeaway from these empirical results is that Strat-
egy -1, which employs extra-large VMs as core, exhibits sig-
nificant performance degradation. In contrast, some strategies
that employ the large VMs as the core can achieve resiliency as

defined in Section VII-C. In that section, the detailed analysis
of the first measurement campaign is presented.

VII. ANALYSIS

The first measurement campaign employed as core VM ei-
ther extra-large or large VMs. However, the optimal policy
results and the empirical results from the first measurement cam-
paign indicate that a heterogeneous combination of VM sizes
might create a more resilient network. These results motivated us
to pose a Mixed Integer Programming problem that is presented
in Section VII-A. The solution to this optimization problem is
used as the experimental design for the second measurement
campaign. The empirical results from the second measurement
campaign are presented in Section VII-B. The key modeling
and measurement results are presented in Section VII-C and
takeaways are reported in Section VII-D.

A. Mixed Integer Programming Problem

The Mixed Integer Programming problem to find the optimal
number of large and extra-large VMs to configure can be posed
as a bin-packing optimization problem, where we have a single
bin that represents the actual physical memory capacity in the
host machine. Each VM memory is represented by a box. There-
fore, we have a set of boxes of two different sizes, corresponding
to each VM’s memory size: four and eight gigabytes.

Bin Packing Algorithm: The bin packing algorithm addresses
the challenge of efficiently packing a set of items (boxes) of
various sizes into a limited number of bins (containers) while op-
timizing certain objectives. This formulation aims to minimize
the total delay during the processing of these items. The goal is
to assign a specific number of boxes to the bin while optimizing
for average response time and satisfying specific constraints that
were derived from the empirical data.

Decision Variables: Let x; be a binary decision variable
representing whether item ¢ is assigned to the bin:

1, ifitem ¢ is assigned to the bin,
xTr; = .
0, otherwise.

Parameters:
® B: Bin size (capacity),
e n: Total number of items,
® s,: Size of item 1,
e k: Number of items to assign to the bin (a fixed number).
Objective: Minimize Total Delay:
The objective is to minimize the total delay, which is de-
termined by the sizes of the assigned boxes, s;. The delay
coefficients for each box size are as follows:

D4 = 0.04 seconds,
Dg = 0.02 seconds.

Box size 4 :

Delay Coefficients: {Box size 8 -

The delay coefficients for box types 4 and 8, denoted as Dy
and Dy, respectively, are defined to account for the different
processing times. s; represents the size of box . For instance,
if s; = 4, the box is of size 4 GB, and if s; = 8, the box is
of size 8 GB. The objective function represents the total delay
T4 experienced in processing all the boxes. It is computed as
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10° oz 022 022
—_ L oo -7
2 10°+ e
o X L - g BepP 60
E 10* 45 . 10« x x £ T x «x 1V x X g
- ® Xeo ' | ) 846 —36 —a41 L DR F5
§ 10° - )%3340 -_)?43‘%&5% —42 _440*37% i I BT * x g
S WA J N (L i L el 4 g
© 1024 il X |87 X 1 X || Jag % X g x o)
O o, — h3 . @
g 0 f X x 3% X X % %% s o O T X X X0 X8 S0 X Xk %« X’Q{Q.”:‘T' X * oo r39
(] = | i ®e %
= 1 oo o o i . B e ®°®°%%cccccccns 0......- —22:
* o o o 0o '. °. °, ° '.. o of s ... o *e o 50 o K ® ®e®e. L1
1 . [ .. 5 . i . o -.. o o o, ... o o .
0 T T T T T T ..l T T T T T I. T .I .I ’ T T T T T T T T T T 0
0 5 10 15 20 25 30 3540 4550 O 5 101520253035404550 0 5 10 15 20 25 30 35 40 45 50
Experiment Experiment Experiment

(a) Images and DB reinstall (i) rejuvenation  (b) Docker component (dc) rejuvenation (c) Docker Platform (dp) rejuvenation

Figure 14. Mean response times and available memory, Strategy 1, machine 022.



AVRITZER et al.: SOFTWARE AGING DETECTION AND REJUVENATION ASSESSMENT IN HETEROGENEOUS VIRTUAL NETWORKS

10°

Mean response time (ms)

10°
10 1
10° -
102 -

10 1

022

—46

X
X

X
50K 3000 200K X00X WXM)SQ‘ xx

14 .

0

20000%0 0000000000000,

0 5 101520253035404550

Experiment

(a) Images and DB reinstall (i) rejuvenation

(b) Docker component (dc) rejuvenation

022 022
L] -7
........ 1500000000 300000000¢ 30000000
- R R i
. . " L =
- u 5 6
4 . ) g
X x b K% I 38 ) g
X X T —
% 300000006080000 XK Xoa 00 3008 0K X% MK [rn0dSee x X e 33
) - e O . (E
5 o . 0 . i . O .'o .'o 2 <
... ... ..' '.. ... B . ... ...'. ... ... - 1
..“.. T .'.T T - T I....: I..w ..."7 T T ' T..m 0
0 5 101520 25 30 35404550 0 5 101520253035404550
Experiment Experiment

(c) Docker Platform (dp) rejuvenation

Figure 15.  Mean response times and available memory, Strategy 2, machine 022.
10° 1oz 022 022
— L o XXXXXXXXXXXXXXXY T
g 105 T 7 4 N B4
:; —>.69x B . '\ i i 6 é‘é
g 1047 o o hd . o ) o —%6 >o( 1 ° ‘ . ~
P ¢ R °« & Yox ° . F —36 ad - ‘ .o - o ° F5 g
2 103 n . =42 .—Aﬁ&? e - 4 * o LI I £
8 4 5oF [ i * . ‘T4 8
@ x->38 —>40 386 £
2 102 1L M*‘ %40 . . o
g )«%W%&W }x % xosd- »oooo«x )S%k 2000000 [006¢ —SE
g 1 O | O . i | 4 > L] b o ° i | . .' i 2 2
o o '. . .. .. . 0. . '. 0. .' | 0.. ... .. . | .. L[] | 1
1 T ° .. 7 L] .. .. .. T
0 — .. ..... T T T T T T T 0

Experiment

(a) Images and DB reinstall (i) rejuvenation

Figure 16.

10°
108
104
108

102

Mean response time (ms)

10

1
0

0 5 10 15 20 25 30 35 40 45 50

0 5101520253035404550

Experiment

(b) Docker component (dc) rejuvenation

Mean response times and available memory, Strategy 3, machine 022.

0 5 10 15 20 25 30 35 40 45 50
Experiment

(c) Docker Platform (dp) rejuvenation

022 022 022
4 //\' 4 oA -7
X -5 | . ro —87 46 pd g
. % L . . - X I x 5 g
] ~ ] i o 1 g
. T4 i X 43 | —36 x fie . -4 =
4/1% X X x 4 44;} —+48 x X . —36 @
xx»<xx>¢?$<’$<x X 30 X% X% % 3¢ L so000000 3 30¢ 3000 366 30086 % 30¢ %08 oo 3000t [ x»o«"x»Z&x i r38
i ] . T
- ) . L a L] . o o o N o... a.. 0... -2 é
... .. | ... ... ... ... ... | | ... ... ... ...- 1
'o’..n..noou 'on.._?n.u..o.....q_ I‘-.o: : o’: : ".1' = .07 oo . -nn..nom. . 0
051015202530354045500510152025303540455005101520253035404550
Experiment Experiment Experiment

(a) Images and DB reinstall (i) rejuvenation

Figure 17.

(b) Docker component (dc) rejuvenation

Mean response times and available memory, Strategy 4, machine 022.

(c) Docker Platform (dp) rejuvenation

309



310

201 - - 3 o o
1.8 1 B
e}
§1.5- °
o o)
5 1.2 1
3 |®|o
£ 10 Q
= 1.
g ° Qé
o
< 0.8 1
5 o Q
(5}
= 0.5
0.2 4
o
TEECEETEE"EET"E8ETES
Strategy
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tions of the first campaign, for each experiment. Lines connect the same
machine.

follows:
T,=) a:»-(D -(1—ﬁ)+D ﬁ)
d - 7 4 3 8 8 .

This function combines the delays of each box size weighted
by the respective coefficients D, and Dyg. It accounts for the ratio
of the individual box size to the larger box size (8) as a factor
influencing the delay experienced for each box.

This formulation allows the algorithm to find an optimal solu-
tion that minimizes the total delay by adjusting the assignment of
boxes based on their sizes and the delay coefficients associated
with each size.

Constraints:

1) Number of Assigned Items: ensure that exactly k items
are assigned to the bin: > | z; = k

2) Bin Capacity Constraint: ensure that the total size of
assigned items does not exceed the bin capacity B:
ZZLI si-x; < B

The algorithm solves the problem seeking an optimal solution
that minimizes the overall delay.

B. Empirical Results From Second Measurement
Campaign

The optimal solution of the integer programming problem that
minimizes the overall delay defines the experimental design for
the second measurement campaign. We present in Table III the
optimal solutions that were obtained when the total number of
boxes to assign to a bin was varied from 2 to 16. Table III shows
the number of boxes, the optimal configuration, the modeled
response time assuming VM independence, and the empirical
results obtained by running the experiments at the testbed.

Tables III, IV and Figure 19 summarize the empirical results.

e Table III — (1) Modeled and measured performance for
optimal solutions for different numbers of boxes in the bin
packing problem without rejuvenation, with an increas-
ing number of boxes, from 2 to 16; (2) Empirical results for
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TABLE Il
COMPARISON OF OPTIMAL SOLUTIONS WITH AND WITHOUT REJUVENATION.
MEASUREMENT IN SECONDS
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16 SJEEEEEEEEEEE  0.035  8.31650 17.429000
14 ] 0.031  1.09810 0.180600
12 i jar 0.027  0.20702 0.104000
10 0.020  0.09187 0.047600
8 0.020  0.03739 0.041300
6 0.020  0.03043 0.032630
4 0.020  0.02619 0.027260
2 0.020  0.02167 0.024364

TABLE IV

NUMBER OF OUTLIERS, AVERAGE, AND MEDIAN RESPONSE TIMES FOR NO
REJUVENATION EXPERIMENTS

Experiment Number of outliers Average (ms) Median (ms)
-2-30-2XL 9 1137.381 21.678
-2-30-4XL 30 1856.283 26.198
-2-30-6XL 69 548.743 30.437
-2-30-8XL 88 1268.839 37.391
-2-30-10XL 83 10975.401 91.879
-2-30-2L 19 239.694 30.320
-2-30-4L 29 929.630 31.159
-2-30-6L 57 240.331 34.197
-2-30-8L 91 6345.441 38.812
-2-30-10L 28 30193.215 56.430
-2-30-4XL12L 31 14595.671 8316.595
-2-30-6XL8L 89 6324.139 1098.101
-2-30-8XL4L 96 7239.404 207.026
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Figure 19.  Arithmetic mean of the normalized distance of the second

campaign, without rejuvenation, for large and extra-large VMs show-
ing normalized distance degradation as a function of the number of VMs.

the optimal solutions, with rejuvenation, Strategy 3dc,
with an increasing number of boxes, from 2 to 16.

e Table IV — Number of outliers, average, and median
response times for no rejuvenation experiments.

¢ Figure 19 — Arithmetic mean of the normalized distance
of the second campaign, without rejuvenation, for large
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(L) and extra-large (XL) VMs showing normalized dis-
tance degradation as a function of the number of VMs
We can observe the one order of magnitude improvement ob-
tained when running the approach rejuvenation, Strategy 3dc
with 14 boxes, 0.1086 seconds, as compared to the 14 boxes
and no rejuvenation approach reported in Table III, 1.0981
seconds. In addition, we can observe that the rejuvenation,
Strategy 3dc can significantly improve performance for the
optimal configurations with 12, and 10 boxes. The 16 boxes
cases produce an extremely overloaded configuration. In that
case, we observe a degradation in performance when using
the rejuvenation, Strategy 3dc. For the smaller configurations
with extra-large VMs, the contention at the physical hosts is
diminished, and the no rejuvenation approach is slightly better,
because the extra-large VMs don’t require frequent rejuvenation
in this case.

C. Modeling and Measurement Results

We summarize the key results from the models and mea-
surement campaigns presented. Section VII-C describes the
insights obtained from the normalized distance metric between
the observed and baseline performance. Specifically, Figures 18
and 19 illustrate the normalized distance plots for the first
and second measurement campaigns, respectively. We presented
selected plots in Figures 12—17 for specific hosts. Our replication
package? contains all the collected empirical data. A summary
of the key takeaways is presented in Section VII-D.

Insights From Metrics of Interest: The metric of interest used
in this paper is the normalized distance from the scalability
requirement as described in (1) below, where the scalability
requirement, and measured average response times are given
by R and T', respectively:

ND =2.T/(T + R). (1)

Figures 18 and 19 presents the average normalized distance
over all runs, for each strategy and granularity level for the first
measurement campaign and the selected data from the second
measurement campaign without rejuvenation. The x-axis of
Figure 18 shows each strategy as described in Table II, while
the x-axis for Figure 19 shows each data point in Table III.

In the leftmost side of Figure 18, corresponding to Strategy -1,
we consider the case with extra-large hosts as core machines, and
large hosts as backup. Most of the test runs in Strategy -1 showed
an average normalized distance larger than 1. For strategies 0—4,
we consider the case with large hosts as core machines and extra-
large hosts as backup. We can see from Figure 18 that for the
immediate rejuvenation strategy without pause or bulk, Strategy
0(i), the normalized distance is greater than 1 for all test runs.

When rejuvenation granularity and time of rejuvenation were
added, the best performance was achieved for the Docker com-
ponents granularity for strategies 0, 3, and 4. For strategies 1 and
2, Docker component granularity showed good performance but
less improvement than in cases 0, 3, and 4.

2Publicly available at https://zenodo.org/doi/10.5281/zenodo.10658060.

D. Key Takeaways

In this subsection, we present the key takeaways from the
application of the methodology presented in this paper to the
large heterogeneous VM cluster.

1 Avoiding Competition Between Rejuvenation and Work-
load Execution: Among the different approaches adopted to
reduce the competition for resources between rejuvenation and
workload execution, we considered bulk rejuvenation and de-
ferral of workload execution while rejuvenation is taking place.
Our experiments indicate that the latter is the most effective.
Indeed, we observed that rejuvenation overhead was a signifi-
cant differential in the overall performance. The best strategy,
i.e., Strategy 3, implemented a workload pause during reju-
venation events. Such pause is key to avoiding competition
for resources between rejuvenation and the execution of the
workload.

2 Rejuvenation Granularity (The Finer, the Better): Recall
that we have three rejuvenation granularities: (i) coarse, corre-
sponding to full installation, (dp) corresponding to Docker plat-
form rejuvenation, and (dc) corresponding to Docker container
rejuvenation. Note that (dp) is an intermediate level of granular-
ity, between (i) and (dc). For the particular case of Strategy 3,
which was the best-performing experiment, we observe that (dc)
yields the best results. This is in agreement with the fine level
of granularity being key to reducing rejuvenation overhead.

3 Contention for Physical Host Resources: As discussed in
Section VI, we observed that using large machines as core
machines produced the best performance when compared to the
case where extra-large machines are core and large machines
are backup. This insight motivated us to derive optimal config-
urations using integer programming. The overall performance
was dependent on the contention for physical host resources, as
shown in Table III.

4 Insights From MDP: The results obtained from the MDP,
and illustrated in Figures 6 and 7, show the best times to assign
jobs to the large and extra-large VMs. Recall that the MDP is
parameterized using the experimentally derived probability of
failure, p;, and therefore closely resembles the real behavior of
the machines. The goal of the MDP is not that of explaining
the internal dynamics that bring to the need for rejuvenation,
but that of finding the optimal rejuvenation policy given the
experimental measurements obtained by the first and second
campaigns. Indeed, after experimentally deriving vectors p;,
for L and XL machines, we found, as expected, that p; is an
increasing function of the age i. We further discovered that the
larger the contention for physical resources, the steepest the
increase of p;. In particular, when the total number of machines
increased from 8 to 10, the MDP suggests that a switch from XL
to L should be deployed earlier, i.e., for lower aging levels
(see Figure 7), leading to lower utilization and more frequent
rejuvenation.

VIII. CONCLUSION

We have extended our previous work in several ways. We
have solved an integer programming problem to derive the
optimal combination of VM sizes, and we have executed a
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second measurement campaign based on the solution of the
integer programming problem. We have uncovered a second
level of software aging due to contention for shared resources.
We have also extended the MDP model to take into account the
Performance Dependency between VMs.

We have presented models, measurements, and metrics that
can be used to support software rejuvenation and load-balancing
actions to achieve resiliency in a large heterogeneous network
environment. This large heterogeneous network environment
uses Docker and an open-source benchmark that employs a com-
plex media review system. This ecosystem contained two layers
of aging: (1) a memory leak at the VM layer, which required
the application of software rejuvenation and load balancing to
achieve resiliency, (2) aging related to the contention for physical
host resources, which impacted the optimal allocation of VM
sizes and the choice of rejuvenation strategies. We have im-
plemented two modeling approaches: MDP and Mixed Integer
Programming. The first approach was used to derive optimal
scheduling for a pair of VM nodes, while the second approach
was used to derive the optimal mix of VM sizes to build a VM
network.

To evaluate the effectiveness of software rejuvenation and
load-balancing techniques, we have also implemented two mea-
surement campaigns. In the first campaign, we evaluated six
rejuvenation strategy approaches using three different levels of
rejuvenation granularity. We applied the normalized distance
of the response time to the derived scalability requirement to
assess the VM network resiliency. We have found that software
rejuvenation and load balancing are able to achieve resiliency in
this ecosystem. However, care must be employed to assess the
number and size of VMs to use, the software rejuvenation over-
head, and the granularity level, when implementing rejuvenation
and load-balancing strategies in these state-of-the-art environ-
ments. Our empirical results show a significant difference in the
average normalized distance for the eighteen experiments. These
findings motivated us to pose an Integer Programming Problem
to compute the optimal mix of VM sizes. The optimal solution
to this problem for a varying number of VMs was implemented
in the second measurement campaign.

We introduced an MDP model to derive the optimal schedul-
ing policy for VM pairs. The MDP optimal policy was evaluated
based on the measured p;, i.e., the probability of forced reju-
venation after the i-th experiment in two cases: (1) assuming
independence between VMs, and (2) taking into account the
dependency between VMs. In the first case, the optimal policy
was to assign the extra-large machines to execute the experiment
and use large machines as backup. In the second case, the optimal
policy was heterogeneous (Figure 7).

The practical implications of our results are as follows.

® These models and measurement results demonstrate that
software aging monitoring and rejuvenation can be used
effectively to achieve resiliency in large state-of-the-art
heterogeneous VM networks deployed to private clouds.

e These results also show that to be successful, rejuvenation
policies need to be carefully engineered to account for
the physical environment parameters, such as physical
memory, networking, and operational conditions.
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