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Preventing Data Loss in Multinational Companies: Two Case Studies on Phish-
ing Simulation Techniques and Drive Encryption

Martina Bonora, Andrea Ceccon, Leonardo Maccari

A large-scale phishing simulation cam-
paign carried out in a multinational firm
(62.000 sent emails) reports that 6% of
the links were clicked by the receivers
and 11% of the attachment were opened

e Business and Human Resources topics
are the ones that receive more clicks

e A large-scale deployment of disk encryp-
tion using Microsoft BitLocker was car-
ried out in a year span, together with
other security upgrades.

e At the end, 83% of the computers were
successfully configured with BitLocker,
only about 59% were also configured
with Secure Boot using the trusted plat-
form module hardware.

e Proper scheduling, communication and
data dashboards are key to the success of
implementing security measures in large-
scale companies with thousands of em-
ployees.



Preventing Data Loss in Multinational Companies: Two Case
Studies on Phishing Simulation Techniques and Drive Encryption

Martina Bonora®, Andrea Ceccon®, Leonardo Maccari®

@Ca’Foscari University of Venice, Italy
b University of Innsbruck, Austria

Abstract

This paper presents two case studies from multinational firms with thousands of employ-
ees, each implementing distinct but complementary security measures to prevent data loss.
The first case study examines a phishing simulation program that involved sending tens of
thousands of simulated phishing emails over the course of a year. The second case study
explores the deployment of Microsoft BitLocker disk encryption across thousands of PCs,
offering a detailed analysis of the rollout phases and associated challenges.

Both case studies yield valuable scientific insights. The phishing simulation revealed that
over 6% of phishing links were clicked, and an alarming 11% of malicious attachments were
opened by users. Meanwhile, the BitLocker deployment highlighted that approximately 10%
of PCs in a large firm could not be upgraded due to hardware obsolescence.

In addition to sharing new data, this paper details the experiences, obstacles, and strate-
gies encountered during both initiatives. Despite the different contexts, the common lessons
learned and shared strategies offer practical guidance and best practices for multinational
firms undertaking similar transformations in their security processes.

1. Introduction

Cybersecurity has been a prominent fo-
cus of computer science research for the past
two decades. However, the scientific liter-
ature lacks studies detailing practical expe-
riences in applying security measures within
real-world work environments. Bridging this
gap is a critical challenge because, out of the
many technical solutions proposed to enhance
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IT security, only a few prove to be viable
in practice. Understanding how established
firms implement security measures in real-
world settings is an essential starting point
for designing effective and secure technolo-
gies. In particular, data loss is a prominent
threat to business continuity, and it can take
place due to many technical reasons.

This paper presents the experiences of two
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large multinational firms, referred to as Al-
pha and Beta, in the attempt to minimize
data loss across two distinct cybersecurity do-
mains. In both cases, one of the authors was
embedded in the firm, monitoring the pro-
cesses, collecting data, and contributing to
the research.

The first case study focuses on Alpha’s ef-
forts to combat email phishing, a well-known
and persistent security threat [1]. Despite ex-
isting countermeasures, industry reports con-
tinue to highlight phishing as a major source
of data breaches!. While phishing simulation
campaigns and training are common counter-
measures, there is limited data on their ef-
fectiveness in real-world organizational con-
texts. This study documents a 13-month
phishing simulation campaign that involved
sending nearly 62,000 emails to employees.
The findings include insights into the cam-
paign’s effectiveness, the topics most likely to
trigger risky user behavior, lessons learned,
and the actions taken by Alpha. These re-
sults are valuable for researchers exploring
the effectiveness of phishing simulations and
for practitioners seeking benchmark data to
evaluate their campaigns.

The second case study examines the tech-
nical and organizational processes involved in
Beta’s rollout of the Microsoft BitLocker disk
encryption feature across its PC fleet. Bit-
Locker, a Microsoft Windows feature that en-
crypts a PC’s filesystem [3], safeguards data

!See the Anti-Phishing Working Group’s reports,
an industry consortium dedicated to combating
phishing activity [2].

against loss and theft. However, deploying
BitLocker at scale requires meeting specific
hardware and software requirements, mak-
ing the process challenging. Beta’s expe-
rience, involving approximately 3,000 PCs,
is analyzed to identify difficulties encoun-
tered, lessons learned, and strategies imple-
mented. These insights are particularly valu-
able for large-scale organizations planning
similar projects and offer a benchmark for
assessing the readiness of their infrastructure
for secure hardware and operating systems.

The two case studies are complementary, as
large-scale firms must implement both types
of measures to secure their IT infrastructure
comprehensively. Moreover, the risks related
to data loss, security policies are often per-
ceived as an obstacle to productivity, and it
is hard to convince the management and the
employees to adopt them. Therefore, despite
the technical differences between the two case
studies, the paper addresses them jointly be-
cause we found strategies that were effective
in both scenarios, which are discussed as best
practices.

Our contributions can be summarized as
follows:

e We report one of the largest longitudinal
enterprise phishing simulation datasets
in the literature (~62k emails over 13
months), including topic- and hook-
specific failure rates, providing opera-
tional baselines for large multinational
organizations.

e We present, to our knowledge, the
first quantitative field report of global



TPM/UEFI/Secure Boot readiness and
BitLocker rollout at the scale of several
thousand endpoints, including organiza-
tional and licensing constraints.

e We synthesize cross-domain best prac-
tices for enforcing socio-technical secu-
rity controls in multinational environ-
ments, derived from two independent
large-scale deployments.

The remainder of this paper is organized as
follows: Section 2 reviews the state of the art,
highlighting the lack of practical use cases
in both areas. Section 3 introduces the two
case studies at a high level. Sections 4 and 5
present the findings from Alpha and Beta re-
spectively, detailing the results and the tech-
nical details of the processes. Sections 6 and 7
report on the lessons learned in the two firms,
and Section 8 synthesizes the best practices
we can extract from both experiences. Sec-
tion 9 outlines the limitations of our work.
Finally, Section 10 concludes the paper.

2. State of the Art

Compared to the technical research pa-
pers in the cybersecurity field, published case
studies are a very small minority. Here we re-
view some of the works that are available to
highlight the differences with our paper. We
start with papers describing the enforcement
of security processes in firms, then we focus
on the ones dealing with phishing and the
(very few ones) dealing with data encryption.

2.1. Enforcing Security Policies

Several works focus on the adoption and
testing of specific company high-level poli-
cies and report the results of surveys with
employees of companies in a certain sector.
It is the case of Faizan et al. that explored
a framework to enhance information security
policy compliance among oil and gas com-
pany employees, and verified it through sur-
veys [4] or, in a more hands-on approach of
Shukla et al. that present a quantitative
framework for evaluating and selecting cloud
services, focusing on security assurance [5].
Their goal is to help organizations assess and
choose cloud providers based on defined secu-
rity metrics. Also Ahmad et al. focus on in-
ternal company policies for incident response,
based on surveys to the members of the secu-
rity operations center of a company [6]. Sim-
ilarly Bartenes et al. [7] try to better under-
stand the challenges faced when performing
IT security preparedness exercises, which are
key to improve the response process during a
real incident. They designed a multiple case
study with six teams in three organizations
and collected results with semi-structured in-
terviews. Weishaupl et al. provide empiri-
cal contributions to study how firms’ invest-
ments in information security are decided,
showing that there is a lack of consistency
across firms and that the security process is
perceived to impact the business process in a
disturbing way [8]. Dhillon et al. analyse the
way the “security culture” is preserved dur-
ing a merger of two companies. Merges can
disrupt the prevalent security culture, thus
making the new organization highly vulner-
able [9]. These works describe the process



of designing security policies in various sit-
uations among firms and show that there is
a need for empirical evidence to support the
management and to motivate the efforts re-
quired to enforce those policies. Our paper
provides a detailed report on the experiences,
the impact, and the results of the adoption of
security policies in large multinational firms,
and it is beneficial for both researchers and
decision makers.

2.2. Phishing

The problem of phishing is well known and
it has been explored and analysed in all its
aspects [10], not only the technical ones, as
it is known that the human factor is recog-
nized to be a point of failure [11]. Thus,
countering phishing with specific training is a
research trend that has received considerable
interest in recent times and is part of a more
general cybersecurity hygiene approach [12].
Very recent works like Frati et al. [13] pro-
pose methodologies based on surveys and in-
teractions with security experts of healthcare,
the methodology is tested through interviews.
Similarly, Oruc et al. [14] develop a training
framework that is specific for the employees
in the maritime industry, with training mod-
ules and expert supervision. Also Angafor et
al. report on a proof of concept experiment
with 50 remote workers that were interviewed
and trained with regards to several aspects of
security [15]. Brunken et al. [16] report on
the hidden costs of phishing simulation cam-
paigns in a firm but do not report on the
simulation data. In general, these works ap-
proach the phishing problem from a different

perspective, which is not data-based like our
own approach.

A recent survey collected the papers that
we consider more similar to ours, as they are
based on phishing campaigns [17]. Among
them we mention four works that we con-
sider more related, as their scale is compa-
rable to our experiments, involving a number
of emails in the order of tens of thousands.
The first one is by Lain et al. [18], which was
the first large-scale analysis of phishing sim-
ulation campaigns in a real firm. The second
and third ones are by Sutter et al. [19] and
by Yeoh et al. [20], which collected data on a
large user base, but in a completely different
setting (university students and employees).
Finally, Hillman et al. [21] evaluate phishing
simulation in a company together with train-
ing. Our paper confirms some of the findings
in these works and extends the literature with
an in-depth analysis of the phishing topics
that collected the largest number of danger-
ous actions.

2.3. Data Encryption

Data encryption is, of course, a massively
studied subject; however, practical experi-
ences on applying available technologies to
existing firms have been rarely documented
in the literature. We mention Kim et al,
[22] that report on a database encryption
technology used for compliance with Korean
laws, while You and Xiao estimate the cost of
encryption with a simulation approach [23].
More attention has been dedicated to expe-
rience in using encryption with e-mail com-
munications [24, 25| and in general, there are



many works that focus on the usability of en-
cryption techniques [26], but not on the pro-
cess of introducing disk encryption in a large
firm. Breivik et al. report on a security mi-
gration plan of a Windows-based company,
however, the plan does not include the adop-
tion of BitLocker, being a cloud-based migra-
tion [27]. Other studies like Hasan et al. [28]
focus on the dependency and the design of
a repeatable methodology for enforcing post-
quantum cryptography, but do not report the
detailed experience with it in a real use case.

Our work extends and complements the ex-
isting ones as it provides insights on some
under-explored factors, it reports details of
the process adopted by the companies, it pro-
vides findings on a scale that is two orders of
magnitude larger than typical small scale sur-
veys, it provides suggestions and best prac-
tices for both researcher that want to develop
new security frameworks, and practitioners
that are about to start the same process in
their company.

3. Introduction to the Case Studies

Alpha and Beta are multinational compa-
nies spread around the world, with thousands
of employees. Alpha is in the beverages sec-
tor, and Beta is in the fashion sector, so nei-
ther of them has a specific focus on IT, but,
of course, IT permeates their business pro-
cesses. Alpha and Beta markets are divided
into main geographical areas: Europe, Mid-
dle East, Africa, Americas, and Asia-Pacific.
Alpha is present in 27 countries, Beta in 30.
The headquarters of both firms are in Italy.

There are several reasons why the two com-
panies decided to engage in the described se-
curity activities, the first one being a general
increased awareness about the cybersecurity
risks that grew among the company manage-
ment. Another important factor was com-
pliance with the international privacy regu-
lation. Specifically, in the Beta company, a
security audit revealed that to be compliant
with several international laws, it was neces-
sary to harden the security features of the
computers that process the personal infor-
mation of customers and employees. Among
these laws, we mention:

e The General Data Protection Regulation
(GDPR) in Europe, which has set a high
standard for data protection

e The Brazilian General Data Protection
Act, known as the Lei Geral de Protecao
de Dados, is a data protection law that
came into effect in 2020, modeled closely
after the European Union’s GDPR.

e The Japanese Act on the Protection
of Personal Information (APPI), is de-
signed to safeguard the personal infor-
mation of individuals, created to regu-
late the handling of personal data by
businesses and government agencies.

e The South Korean Personal Information
Protection Act (PIPA) governs the pro-
cessing of personal information in South
Korea and includes provisions related to
consent, data subject rights, data secu-
rity, and cross-border data transfers.



e Singapore’s Personal Data Protection
Act (PDPA) requires stringent measures
to ensure the security of personal data.

If a multinational company decides to en-
force only one technical configuration for all
its chapters, it must respect the most strin-
gent law requirements among the possible
ones.

Another factor that influenced the man-
agement was the implications of insurance.
The management reported that insurance
providers increasingly require proof of robust
data protection measures as a prerequisite for
coverage. By implementing upgrades and se-
curity measures, a company demonstrates its
commitment to prevent data breaches, which
can lead to more favorable insurance terms
and lower premiums, as described in previ-
ous works [29].

3.1. Specific Motivations for Alpha

Alpha used a platform specialized in cy-
bersecurity awareness training, distributed as
eLearnings. In most of the cases, eLearnings
courses do not last longer than 15-20 min-
utes and present many animations, quizzes,
and interactive activities to engage the user.
The eLearning videos used by Alpha were al-
ready available on the platform and not cre-
ated ad hoc for the firm. They provided an
overview of some common cybersecurity top-
ics, including phishing, malware, the use of
personal devices, and data leaks. The train-
ing was mandatory for new employees but it
had to be followed only once in their career
in Alpha.

Training sessions are time-consuming and
are perceived as an additional cost by the

management and an added burden by the
employees. In order to practically test their
efficacy and justify their need and their fur-
ther planning, phishing simulation campaigns
were introduced on a monthly basis. The re-
sults were used as a basis to plan the new
training activities. We report on the ef-
fectiveness of the campaign and the lessons
learned by the management.

3.2. Specific Motivations for Beta

To align with GDPR and other regulatory
requirements and enhance overall data secu-
rity, the company planned a comprehensive
compliance project. The cornerstone of the
project was to implement BitLocker in order
to provide full disk encryption to safeguard
sensitive information across all company de-
vices globally, even if the hardware is com-
promised.

However, a number of other security func-
tions were also included, as a requirement
for BitLocker or as added features. All of
these became part of the company’s upgrade
strategy and introduced some specific chal-
lenges. We report on the success rate, the
time-evolution of the upgrade, and document
the obstacles encountered during the project,
which can be common to other firms. As an
example, some of the roadblocks were artifi-
cially introduced by the licensing scheme of
Microsoft products, which forced the firm to
implement a one-size-fits-all scheme. Docu-
menting this experience provides prior knowl-
edge to those who need to design an I'T infras-
tructure and need to compare the Microsoft
ecosystem with other systems, such as open-
source alternatives.



4. Case Study 1: Alpha Vs Phishing

Phishing simulation involves sending simu-
lated phishing emails to employees (including
executives) to see how they behave. These
emails typically mimic legitimate messages
but contain links or attachments designed to
trick recipients into disclosing sensitive infor-
mation or performing actions that compro-
mise corporate security. Phishing simulations
help organizations identify vulnerabilities in
their employees’ knowledge and behavior re-
lated to cybersecurity and provide input for
improving the effectiveness of the training.

4.1. Simulations in Alpha

Every month, Alpha’s employees received
a randomly chosen simulated phishing email
from a subset of more than 300 templates
on 4 difficulty levels. The templates were
mostly generic ones, but they also included
references to the firm itself (i.e. they di-
rectly included the firm name). The diffi-
culty expresses the level of concealment of the
phishing email, from 1 (the email is poorly
crafted and easy to classify as phishing) to 4
(the email is carefully crafted and requires a
high effort to be classified as phishing), the
higher the difficulty, the higher the similarity
to the service they impersonate. The various
templates, together with the difficulty levels,
were included in the software used for the
campaign. Emails were dealing with different
trending topics, such as banking and finance,
Human Resources (HR), Business, and many
others. Emails were in English and were not
tailored for the specific country where the em-
ployees were residing, so that employees were

subject to the same content. Emails coming
from outside the organization were tagged as
such by the email servers, but the spam filters
were disabled for the study.

During the campaign, simulated phish-
ing emails were delivered through the cor-
porate email gateway with the same visual
cues as real external emails. In particular,
the standard “[EXTERNAL]” banner config-
ured in Microsoft Outlook was visible in the
message header for all templates imperson-
ating third-party services. Therefore, em-
ployees could in principle rely on the same
external-sender indicators used in daily op-
erations. Templates were not configured to
spoof internal corporate domains or internal
display names; rather, they emulated exter-
nal senders (e.g., banks, HR platforms, lo-
gistics providers) with realistic branding and
wording.

Employees were able to report a suspicious
email using the specific Microsoft Outlook
button “Report as Phishing“. Once reported,
the email was then examined and a feedback,
whether negative or positive, was sent to the
employee. There were three types of “hooks
in the emails: links to be clicked, attachments
to be opened, or QR codes that the user could
scan with their mobile phone. Whenever a
user interacted with the hook (e.g. by open-
ing an attachment, clicking, or scanning the
QR code), the action was detected by the
platform, and the user was added to an addi-
tional bi-weekly campaign. In the bi-weekly
campaign two more simulated emails were
sent to verify if the employee was keen to fail
again or not. Alpha tracked progresses and
failures monthly, developing internal reports



to enhance its strategies. The reports focused
on the number of recipients, the number of
emails opened, the number of failures, and
the number of emails reported as phishing,
divided by geographical region. Information
related to sex, gender, and age was not taken
into account in the reports. Note that not
all the data we show refers to the same pe-
riod of time, as the configuration of the plat-
form used for the phishing simulation cam-
paign was modified during the test period,
providing a growing level of detail.

We analyse the period from February 2023
to February 2024, which was used by the
management to evaluate the overall training
strategy. We outline the results, the difficul-
ties, and future initiatives that were inspired
by this activity.

4.2. Results

Table 1 reports the overall total numbers of
emails sent, emails opened by the employees,
and the number of failures for each month.
A failure is any action that can lead to a se-
curity breach, like clicking on a link, open-
ing an attachment, or scanning a QR code.
QR Code Phishing (or Quishing) is a type of
phishing attack that uses QR codes to trick
people into visiting a malicious website or
downloading a virus-filled document. Fig. 1
graphically reports the percentage of failures
per month.

There is a declining trend up to Septem-
ber 2023 and then a steep increase, with an-
other decrease in the last month of analy-
sis. The month-by-month trend in Fig. 1
should be interpreted as descriptive rather

than causal. In October 2023, the organiza-
tion intentionally increased the average tem-
plate difficulty, creating a structural break in
the data-generating process. Consequently,
the observed improvement-then-deterioration
pattern must be attributed to user learning
and fatigue together with a deliberate shift
toward more realistic (higher-difficulty) sim-
ulations. The main goal of this decision was
to prevent employees from getting used to
the campaigns and to lower their attention
level. Indeed, the data confirm that phishing
training campaigns need to be periodically re-
newed in order to remain effective.

Table 2 reports the overall failure rate and
reported emails, split in the three regions
where the firm has employees. We see that
there is a small, not significant fluctuation in
the overall failure rate by region and a larger
difference in the number of reported emails,
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Figure 1: The ratio of failures for each month in the
period Feb-2023 - Feb-2024.



Month Sent Opened Open Rate (%) Failures Fail Rate (%)
Feb-23 5047 1694 33.6 238 4.7
Mar-23 5430 1669 30.7 201 3.7
Apr-23 5027 1641 32.6 183 3.6
May-23 5232 1528 29.2 212 4.1
June-23 5283 1570 29.7 194 3.7
Jul-23 5386 1615 30.0 202 3.8
Aug-23 4669 1591 34.1 161 3.4
Sept-23 4158 1283 30.9 79 1.9
Oct-23 4288 1515 35.3 174 4.1
Nov-23 4336 1781 41.1 341 7.9
Dec-23 4371 1841 42.1 350 8.0
Jan-24 4374 1798 41.1 357 8.2
Feb-24 4395 2391 54.4 235 5.3
Total 61996 21917 35.4 2927 4.7

Table 1: Data collected from February 2023 to February 2024 about the emails sent each month. The
“Total” row reports the cumulative counts and the aggregate percentages for the entire period. Note that
one email can produce more than one failure (e.g. click on a link and download the attachment) but it is

counted only once.

but not really correlated with the failure rate.
The percentage of reported emails is below
30%, which shows that there is not a strong
interest in reporting fake emails.

Table 3 reports the actions. The IT team
in Alpha was able to track the specific action
performed, divided by region. Note that this
table reports the absolute numbers because
we don’t have the information about the total
number of sent emails divided by their hook

(link, attachment, QR code) for the whole
period, but only for the two months that we
reported later. This is due to the fact that
the tool used was modified during the cam-
paign to expose more information to the IT
staff of Alpha. Note also that the phishing
emails were sent in English language regard-
less of the region. The large majority of the
failures were related to clicking on a fraudu-
lent link. This is an action that is (wrongly)
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Overall failure rate (%)
Reported emails (%)

6.6
29.39

6.4
19.30

7.7
2491

Table 2: A breakdown of failure and reported emails per region. Each number reports the percentage on

the whole period (Sept. 2023 - Feb. 2024).

considered at a lower risk, and users tend to
do it even if in doubt about the email’s legit-
imacy. Even more worrying is the fact that
a very large number of employees, even after
having received a training, opened an email
attachment. In the considered period, a total
of 357 attachments were opened, a number
that represents an important threat for the
firm. Scanned QR codes represent a small
minority of the actions.

Table 4 reports the relative failure rate
split by kind of action. In this case, the num-
ber is normalized over the overall emails sent
with each specific content, so the percentage
represents the number of e.g. clicked links,
over the total email containing a link to be
clicked. The percentage can then be consid-
ered as a kind of effectiveness of each threat
vector. Note that the number of emails sent
in this table is higher than what is reported
in Table 1 for the corresponding months be-
cause a single email can carry more than one
malicious content and trigger more than one
failure. In that case, it is counted more than
once. This dataset is available only for the
last two months. Compared to Table 3 we
see that the tendency of clicking on a link or
scanning a QR code is similar, however the
relative data also confirm that email attach-
ments are an alarming threat, as they show

the highest effectiveness. The percentage of
clicked links is surprisingly very close to the
one reported by Lain et al. [18] in a similar
setting (5.6%), and [20] in a higher education
setting (5.5%) which suggests a generic trend
that can be used as a baseline for future ex-
periments and other firms.

The last data we report is the correlation
between the topic of the phishing email and
the percentage of failure. Table 5 reports
the failure rate by topic normalized by the
number of sent emails for that topic. The
topics and their distribution were automat-
ically decided by the platform. Among the
topics that received the highest number of
emails the Business and Human Resources
categories largely outperform the other top-
ics. The technical topics (IT, Mail Notifica-
tions) are also among the topics that peo-
ple tend to fail more. There are some very
specific ones that have high percentages but
an overall smaller number of emails, so they
might reflect some topic that, besides be-
ing a niche topic, targets people that have a
higher risk of being victims of phishing (Re-
tired Events, Real Estate).

An analysis of the topics in Table 5 re-
veals a distinct disparity between internal-
mimicking and external templates. Top-
ics simulating internal corporate functions,
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Action

EMEA AMERICAS APAC

Links clicked 1255 938 325
Attachment opened 171 148 38
QR code scanned 28 25 3

Table 3: A breakdown actions. Each number reports the raw number of actions (Feb. 2023 - Feb. 2024).

Action Emails with Hook Failures (%)

Links clicked 7965 508 6.38
Attachment opened 1252 138 11.02
QR code scanned 204 14 6.68

Table 4: The failure rate for different types of actions (Jan. 2024 - Feb. 2024). The first column describes
the action that can lead to a failure, the second the number of emails that contained content that could be
the target of the action, and the third and fourth columns the number and percentage of failures. Note: The
count of “Emails with Hook” exceeds the number of sent emails for this period because a single email may
contain multiple hooks (e.g., both a link and an attachment).

specifically Human Resources (11.72%),
Business (10.01%), and IT (4.92%), resulted
in significantly higher failure rates compared
to clearly external themes such as Social Net-
works (1.35%) or Banking (1.15%). This sug-
gests that employees are far more likely to
trust (and fail) phishes that appear to orig-
inate from within the corporate perimeter,
likely overriding the caution signaled by ex-
ternal email tags.

5. Case Study 2: Beta Vs BitLocker

Enforcing BitLocker disk encryption has its
own requirements, and Beta considered this
to be the right occasion to enforce other desir-
able security features. The first is the transi-
tion from legacy BIOS to UEFI, a mandatory
element of the compliance strategy. UEFI
provides a more secure booting environment

11

and supports modern security features that
are not available in legacy BIOS systems. Un-
like the legacy BIOS, UEFI supports larger
hard drives, faster boot times, and Secure
Boot activation. Secure Boot ensures that
only trusted software runs during the system
startup process, safeguarding the integrity of
the boot process. Operating system (OS)
updates to (at least) Windows 10 version
1809 were required as this specific version
is needed to activate and manage BitLocker
through Microsoft Entra ID (formerly Azure
Active Directory), ensuring seamless integra-
tion with the company’s encryption policies.

However, not every computer was ready to
be upgraded, due to hardware and software
requirements. In particular, Secure Boot
needs specific hardware prerequisites to en-
sure optimal functionality: key parameters



Topic Emails Failures %

Online Services 1865 60 3.22
Business 1708 171 -
IT 1605 79 4.92
Human Resources 1502 176 -
Holidays 408 13 3.19
Banking 347 4 1.15
Social Networks 296 4 1.35
Mail Notifications 266 15 5.64
Coronavirus 206 10 4.85
Seasonal 159 2 1.26
QR Code 99 4 4.04
Current events 85 3 3.53
Government 58 1 1.72
Healthcare 44 1 2.27
Real Estate 35 3 -
Legal 30 0 0.00
Retired events 26 3 -
Education 19 1 5.26
Local Language 16 1 -
Data Breach 13 0 0.00

Table 5: The percentage of failures divided by topic (Jan-Feb 24).
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include the firmware version of the Trusted
Platform Module (TPM), which must be at
least 2.0. The disk configuration must use
the GUID Partition Table (GPT) instead
of the Master Boot Record (MBR) to sup-
port UEFI, which requires GP'T’s support for
large disks, numerous partitions, and redun-
dant partition tables, ensuring also the com-
patibility with BitLocker’s encryption proto-
cols, as BitLocker relies on GPT’s ability to
create necessary system and recovery parti-
tions and integrates with UEFI’s Secure Boot
feature. Moreover, configuring TPM owner-
ship to the system rather than the user allows
the operating system to manage access se-
curely. Ownership to the system means that
the operating system, rather than an individ-
ual user, holds the authority to control the
TPM, ensuring that the TPM’s security func-
tions, including key storage and encryption,
are governed by the system’s security policies
and remain unalterable by individual users.
In this way, the system can autonomously
handle key generation, storage, and recovery,
integrating with features like Secure Boot.

5.1. Deployment Process with SCCM

Finally, once the OS was updated, the user
account to which the device is registered must
have the Microsoft 365 F3 license.

The deployment of BitLocker leverages
the System Center Configuration Manager
(SCCM), a Microsoft tool for overseeing large
groups of computers, to streamline the pro-
cess. This method ensures that each PC
meets the necessary requirements before ini-
tiating the process. Once the PCs have been
categorized based on the actions that need

to be taken, another instrument, Microsoft
Intune, will be used to push the necessary
upgrades and configurations.

First SCCM Collection Second SCCM Collection

U

Figure 2: Steps and Procedures for the deployment

PCs are initially registered on the SCCM
console and classified into three specific col-
lections based on the requirements they meet:

e TPM firmware version must be version
2.0 or higher

e TPM ownership must be assigned to the
System

e The disk must be configured using the
GPT partition scheme

The time it takes for a PC to move from
the initial collection to the second one and
start the encryption can vary. Typically, it
takes a couple of days for a PC to pass all
these checks, provided that the PC remains
powered on and in use within the company’s
network (or with the use of VPN). This time
frame allows the system to perform a deep as-
sessment and communicate the results back
to the SCCM console. Two days to perform
a relatively simple system check may seem a
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surprisingly long period, but in real condi-
tions, there are several factors that influence
the process, such as the constant availability
of Internet connection and VPN set-up, and
system reboots due to user behavior. This
time must be taken into account by the IT
team dealing with the process.

If a PC passes these initial checks, it is
automatically moved to a second collection
within SCCM. This collection is configured
to download commands from SCCM, indicat-
ing that the PC has met the prerequisites,
and it can download and enforce the security
policies from Microsoft Intune. After receiv-
ing these commands, the PC enters a waiting
state until Intune delivers the configurations.
Although granular logs for a precise distri-
bution are not available, operational moni-
toring indicated a median latency of approx-
imately 36-48 hours, with outlier cases ex-
tending to 5-7 days. This long tail was pri-
marily attributed to operational realities such
as staff powering down devices at the end of
the business day rather than platform pro-
cessing delays, emphasizing the need for sta-
ble network connectivity and consistent up-
time during the deployment phase.

5.2. Results

The BitLocker implementation project was
divided into distinct phases, starting with the
headquarters (HQ) deployment and then ex-
tending to the outlets and boutiques. Over
seven months, the company aimed to encrypt
all its PCs around the world, for a total of
3341 machines. We will see that this was not
possible.

Q32023 Q42023 Q12024 Q22024

HQ Deployment
BTQ Deployment
BTQ License Merge

PCs Troubleshooting

Figure 3: BitLocker deployment timeline for both the
Head Quarter (HQ) and Boutiques (BTQ).

The deployment project was centrally co-
ordinated from the central HQs, which were
responsible for both the deployment strat-
egy and the ongoing monitoring of the
project. This involved overseeing the con-
figuration setup and ensuring that all pro-
cedural steps were updated and followed ac-
curately. Weekly documents were sent out
to regional IT teams, detailing the current
wave of machines scheduled for encryption
and providing all the guidelines to fix the
machines that could not be automatically
encrypted during that wave. These guide-
lines provided updates and troubleshooting
instructions, ensuring that all relevant stake-
holders were aware of the upcoming encryp-
tion activities and prepared for the associated
operational impacts. Moreover, for hardware
and BIOS interventions, such as switching
from legacy BIOS to UEFI mode or upgrad-
ing TPM chips, on-site interventions in the
boutiques were delegated to external suppli-
ers, which played a crucial role in handling
tasks that required physical presence and spe-
cialized technical skills.

5.2.1. Phase 1: Headquarters Deployment

The initial phase focused on deploying Bit-
Locker across almost 2,000 HQ PCs over five
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months. This phase was multifaceted, involv-
ing three parallel efforts: updating operating
systems to meet the requirements for Entra
ID, deploying BitLocker on machines that al-
ready met these prerequisites, and refresh-
ing hardware by replacing PCs that lacked
a TPM.

e BitLocker Deployment: More than 1000
machines were already compliant with
the requirements and moved to the en-
cryption phase.

e OS Updates: BitLocker in Entra ID re-
quires at least the Windows 10 1809 ver-
sion, and at that time, approximately
900 machines had a previous version
(1507), necessitating a bulk upgrade.

e Hardware Refresh: About 10% of the
PCs did not have a compliant TPM chip
and were replaced.

By the end of the five-month period, 1,600
machines at the HQ were fully encrypted,
with the remaining 400 machines scheduled
for follow-up due to various minor issues such
as software incompatibilities or user availabil-
ity. This means that in a relatively controlled
environment (compared to the computers in
the boutiques), only 50% of the computers
were ready to upgrade, 45% needed a soft-
ware upgrade, and 10% a hardware upgrade
(with non-void intersection between the two
last groups).

5.2.2. Phase 2: Boutiques Deployment
Following the HQ deployment, the focus
shifted to the boutiques, where the deploy-

ment was completed within two months, tar-
geting around 1300 machines. This phase was
particularly challenging due to the need to
update the operating systems, which could
have led to conflicts with the boutique’s
point-of-sale software, however, it benefited
from the experience gained in the HQ. To
mitigate potential disruptions, the updates
were executed in small, weekly waves of 100
to 150 machines, distributed evenly across all
regions. This method ensured that, after up-
dating, the machines in a waiting state could
begin downloading configurations from Mi-
crosoft Intune and start the encryption pro-
cess. This gradual approach was crucial to
parallelize the efforts and avoid disruptions
to the boutiques’ daily operations, thereby
ensuring business continuity. Table 6 re-
ports the monthly deployment rate (newly
encrypted PCs). Additionally, Figure 4 illus-
trates the cumulative completion curve, high-
lighting the different rollout speeds between
HQ and the boutiques.
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Figure 4: Cumulative completion curve for BitLocker
deployment.

Table 7 reports the progress state up to
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Date HQ Boutiques

August 2023 250 0
September 2023 350 0
October 2023 400 0
November 2023 375 0
December 2023 225 0
January 2024 25 450
February 2024 40 560
March 2024 10 20
April 2024 5 10
May 2024 25 20
June 2024 5 10

Total 1710 1070

Table 6: Newly Encrypted PCs per Month.

when the process was monitored (Jun 2024)
with a breakdown of the actions successfully
completed. We see that the OS upgrade was
successful in 94.8% of the cases, as this is
the action that has the lowest set of require-
ments. UEFI upgrade was also possible on
more than 90% of the PC as most of the mod-
ern hardware platforms allow it. BitLocker
was successfully configured, and the disk was
encrypted on roughly 83% of the PCs, while
Secure Boot was the step that had the lowest
success rate, as it was possible in slightly less
than 60% of the PCs.

The discrepancy between BitLocker de-
ployment (83.2%) and Secure Boot activa-

tion (58.9%) highlights a distinct operational
challenge. While BitLocker can function with
TPM-only or password protectors, Secure
Boot requires a stricter validation chain. Op-
erational analysis reveals that approximately
24% of the total fleet possesses BitLocker en-
cryption but failed to satisfy the full Secure
Boot prerequisite chain. These devices are
protected against data theft (Data-at-Rest
protection) but remain vulnerable to boot-
kits or root-kits (Boot-Chain Integrity). Ta-
ble 8 details the coarse taxonomy of blockers
that prevented this final hardening step, with
legacy firmware constraints being the most
significant barrier.

Upgrade Count (%)
OS Upgrade 3168  94.8
UEFT Upgrade 3015  90.2
BitLocker 2780  83.2
Secure Boot 1969  58.9

Table 7: Project Advancement at Q2 2024.

Overall, enforcing BitLocker is easier than
Secure Boot, which proved to be more chal-
lenging due to the higher requirements (hard-
ware and software) that it needs.

6. Lessons Learned at Alpha

This section reports the main lessons
learned during the processes and the actions
that the firm’s management decided to take
to support its success.

6.1. Improving Security Perception at Alpha
The strategy adopted by Alpha until
February 2024 allowed the company to build
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Category Blocker Description Count Impact (%)

Hardware  Obsolete chipset (TPM < 2.0) requiring replace- 341 10.2
ment

Firmware Legacy BIOS constraints preventing switch to 661 19.8
UEFI

Storage Failures in MBR to GPT partition conversion or 370 11.1
software conflicts

Total Total Blocking Issues 1372 41.1

Table 8: Taxonomy of blockers for Secure Boot enablement.

the foundations of cybersecurity culture and
awareness over the years, but it presented
some weaknesses as well. The main one
can be linked to the frequency aspect: the
eLearning was considered mandatory only for
new joiners, meaning that the employees had
to complete it compulsorily, but only once
and during their first days within the com-
pany. This entailed people not only to con-
sider the topic not important enough, but
also to forget about it during the years. The
second one is related to the strategy obso-
lescence, as people got used to the phishing
hooks but failed to recognize them when the
difficulty increased.

Three actions were taken to improve the
situation: new and improved eLearning
courses tailored for the company profile, a
cybersecurity booth at the company’s annual
conference, and a bot that enables continuous
interactions with the employees.

6.2. New eLearning Platforms

A new eLearning platform was created
from scratch following the company’s graph-
ical guidelines. The training covers most of
the themes present in the previous version,
but also new ones such as Artificial Intelli-
gence (AI), deepfakes, and social media. The
training script is aligned with the needs of
Alpha, including ad hoc instructions such
as how to properly report a phishing email
or which social media employees are allowed
to use. Corporate-approved platforms have
security mechanisms that analyze and filter
messages, sending an alert if some come from
a suspicious and potentially dangerous source
(e.g. Microsoft Teams shows an alert message
when a person outside the organization is try-
ing to send a message. In this way, employees
are warned to pay attention when opening a
chat with an external person, as it might be
a phishing attempt).

The eLearning includes some use-cases set
in the company environment so that employ-
ees can identify themselves in the scene. It is
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translated in different languages, increasing
the compatibility with all employees around
the world that might not be familiar and com-
fortable with English. The training becomes
mandatory for all employees and not only the
new joiners and is recommended to be at-
tended more than once during the career path
of each employee. The creation process is still
ongoing and the final version is expected to
be working by the end of 2024, and evaluated
in 2025.

6.3. Cyber Security booth

Every year Alpha hosts a global conven-
tion, which is attended by its general man-
agers, directors, and C-levels from all over
the world. In 2024, the cybersecurity team
had the opportunity to set up a desk at the
entrance of the convention room. In order to
engage employees to come at the desk, some
activities were developed. Two monitors were
installed, one looping cybersecurity aware-
ness videos about phishing, remote working,
and other themes, and the other one show-
ing real-time attacks that were mitigated by
Alpha’s security systems.

In addition, people had the possibility
to check on the Havelbeenpwned? website
whether their email address had been sub-
ject to data breaches or not. The website col-
lects publicly available databases of breached
emails, and if a match was found, the plat-
forms, the year of the attack, and the type
of information stolen (e.g. email, password,
birth date) were shown. While checking the

2See https://haveibeenpwned.com/.

corporate email and the private one, if de-
sired, the security team was available to dis-
cuss the results and answer any kind of doubt.
Once checked, people were asked to fill out
a brief survey about cybersecurity awareness
and best practices. At the end of the conven-
tion 142 responses were collected.

Among the questions asked, we report the
answers to the question “How much pre-
pared do you consider yourself when talking
about cyber security best practices?”. Among
the interviews, 17% responded “very pre-
pared”, 65% reported themselves “somewhat
prepared”, 9% chose “neither prepared nor
unprepared”, 8% “somewhat prepared”, and
1% selected “very unprepared”. As the sur-
vey was filled out after checking the email
breach, many people reassessed their self-
evaluation, often lowering the score. In ad-
dition, employees with a compromised email
asked for suggestions and next steps to pro-
tect themselves and also their families from
these data breaches.

6.4. Cybersecurity Bot

To reduce the effectiveness of phishing at-
tacks, the idea of a cybersecurity bot was in-
troduced. The bot would serve as a digital
assistant to share cybersecurity best practices
with employees who have risky digital behav-
ior, i.e. any kind of email-related action that
was detected and could expose the individual
or the organization to some security threats.
This concept was defined in the security poli-
cies adopted by the company. The bot was
developed by an external provider. Its func-
tioning is simple: once connected with the
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security systems adopted by Alpha (primar-
ily intrusion detection systems), it sends a
notification either via email or via Microsoft
Teams as soon as a risky or suspicious ac-
tivity is detected. Messages can be managed
and personalized in the provider’s platform,
and they contain a text and an infographic
with best practices related to the action that
was detected. Text and image are constraints
imposed by the tool provider. If one of them
is missing, the configuration cannot be com-
pleted successfully.

The first step taken by the team to start
the project was to identify the main sce-
narios and the associated detection rules for
which notifications had to be sent. Detec-
tion specifies types of activities, anomalies,
or patterns within a dataset or network traf-
fic that require attention. The cybersecurity
team chose phishing, malware, risky login,
and data breach as main scenarios to be cov-
ered. For instance, if a rule detected a click
on a potential phishing email, it would then
send to the employee via the bot the best
practices associated with phishing.

7. Lesson learned at Beta

Several roadblocks or generic difficulties
were encountered in the implementation of
BitLocker at Beta, which we report and doc-
ument in this section.

7.1. Handling Legacy Systems

The deployment of BitLocker involved sig-
nificant manual interventions, particularly for
older machines that were not automatically
compatible with the BitLocker prerequisites.

Besides hardware requirements, a critical is-
sue was the need to switch the BIOS from
legacy mode to UEFI mode, which was del-
egated to external suppliers who visited the
boutiques to perform the necessary changes.
First the BIOS settings were accessed, and
the boot mode was changed from legacy to
UEFI. After switching to UEFI mode, the
system’s disk partition style had to be con-
verted from MBR to GPT. Once the BIOS
and partition changes were completed, the
operating system was reconfigured to boot in
UEFI mode. In the boutiques, due to the
critical nature of the point-of-sale software,
there was apprehension about updating Win-
dows 10, as any disruption could severely im-
pact sales operations. Consequently, the up-
dates were rolled out in small, incremental
waves, coordinating every week with the team
in charge of the point-of-sale software.

7.2. Problems with Microsoft licenses

A critical challenge in deploying BitLocker
within the boutiques was related to licens-
ing issues. For BitLocker to function cor-
rectly, PC users needed to be integrated with
Intune, which required a Microsoft 365 F3
license. Initially, the boutique systems re-
lied on multiple shared accounts for different
activities (e.g., sales, email, stock manage-
ment), all of which were used by the same
group of employees. However, none of these
accounts held the appropriate license for de-
vice enrollment, and purchasing a Microsoft
365 F3 license for each of these accounts for
every boutique would have been prohibitively
expensive. To resolve this, the fragmented
shared accounts were merged into a single
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shared account per boutique with the nec-
essary F3 license, allowing the devices to be
enrolled in Intune and receive the required se-
curity configurations. This restructuring en-
abled the PCs to receive the required security
configurations from Intune, allowing the en-
cryption process to proceed.

Due to the complexity and scale of this op-
eration, the process lasted about two months,
extending beyond the initial BitLocker de-
ployment timeline. The consolidation of li-
censes not only resolved immediate encryp-
tion issues but also facilitated future projects,
such as the rollout of mobile devices in bou-
tiques. In fact, with properly licensed ac-
counts, boutiques could now register devices
like iPads or shared iPhones in Intune.

However, the new configuration has a
less fine-grained user privileges segmentation,
and this specific roadblock highlights how
vendor lock-in can introduce significant de-
lays due to licensing issues.

7.3. Fuailed Encryption

About 100 computers had a recurring prob-
lem caused by attempts to encrypt the disk
that were interrupted or failed, leaving the
disk in an inconsistent state. This was due to
reboots triggered by the users or some other
software failure. To address this problem, an
operator had to connect to the PC remotely
using a remote access software, then decrypt
the disk, restart the PC, ensure the TPM
configuration was correct, and restart the en-
cryption.

8. Learning from the Case Studies:
Best Practices to Enforce Security
Policies

We report here a few of the best practices
matured during both projects. Even if they
are general, we consider them insightful to
guide other practitioners in avoiding the same
problems and streamlining the process of en-
forcing policies against data loss.

e Improve the Overall Security Per-
ception: Changing a process is per-
ceived as a cost by the employees, so
it is fundamental to motivate them and
incentive their participation. The sur-
vey and the booth used in Alpha were
key to justify the added workload due to
eLearning activities.

e Clear and Simple Troubleshoot-
ing Guidelines: Develop comprehen-
sive, yet simple troubleshooting guide-
lines that can be easily accessed and
understood by multi-cultural local IT
teams around the world, ensuring that
common issues can be resolved quickly
and efficiently. Employees should not
feel that they don’t know what to do
when they receive a phishing email or
when their terminal does not behave as
usual due to an ongoing security up-
grade.

e Engage Different Stakeholders and
Create War Rooms: Engage all rel-
evant stakeholders and offices, includ-
ing I'T teams, external consultants, and
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business unit leaders, from the begin-
ning. Moreover, establishing war rooms,
dedicated spaces for addressing criti-
cal issues, can facilitate rapid problem-
solving and minimize the impact on daily
operations. It also helps to design the
depth of some actions that can be per-
ceived differently by the IT team and
by other teams. We mention, for in-
stance, the level of personal information
collected during phishing campaigns in
Alpha, or the re-organization of accounts
in Beta.

Adopt a scalable phased approach:
Implement the project in phases, start-
ing with a pilot phase to refine processes
and identify potential issues, allowing
for the creation of the project’s guide-
lines and adjustments before scaling up.
This step-by-step approach improved the
training/testing process in Alpha and al-
lowed a smooth upgrade in Beta.

Regular and Effective Communica-
tion: Maintain regular communication
between the central coordination team
and regional I'T teams with periodic up-
dates. These reports help ensuring ev-
eryone is on the same page and pre-
pared for upcoming tasks. Moreover,
they motivate the management to push
security policies, countering the percep-
tion of them being an unnecessary cost.

Clear visual dashboards: Integrating
data into graphical dashboards can pro-
vide clear insights and facilitate effective
tracking of the process. This was key in

Alpha to visualize the effectiveness of the
phishing campaign and to provide feed-
back to users, and in Beta to follow the
progress of the migration. In both cases,
the presence of an easy-to-use monitor-
ing graphical tool was essential. Graph-
ical analysis is particularly important in
the communication with the upper-level
managers, that require only key informa-
tion to back the security processes from
within the management.

e Detailed Planning and Resource
Allocation: Ensure detailed planning
and resource allocation, particularly for
activities that involve significant involve-
ment of people (new phishing cam-
paigns in Alpha, or manual interven-
tions/hardware upgrades in Beta).

9. Limitations

The phishing study relies on aggregate
statistics exported from a commercial phish-
ing simulation platform. While these data
are sufficient to characterize overall failure
rates, topic distributions, and hook effective-
ness at scale, they do not retain all fine-
grained historical attributes required for ad-
vanced post-hoc analyses (e.g., per-template
difficulty stratification or per-user longitudi-
nal modeling). This limitation reflects a com-
mon challenge in operational cybersecurity
research, where platforms evolve over time
and historical exports prioritize actionable re-
porting over research reproducibility.

As a result, several factors limit strict
causal attribution. First, employees were re-
peatedly exposed to simulations over time,
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and individual responses across months are
therefore not independent. While a mixed-
effects model with random intercepts per em-
ployee would allow accounting for repeated
measures, stable pseudonymous user identi-
fiers and historical per-email metadata (e.g.,
template difficulty labels) are no longer avail-
able from the platform, preventing such ret-
rospective modeling.

Second, the simulation difficulty was in-
tentionally increased during the observation
period to prevent habituation effects. This
introduces a structural change in the data-
generating process, consequently, the re-
ported temporal patterns should be inter-
preted as descriptive operational indicators.

Third, topic-level and hook-level failure
rates may be partially confounded by tem-
plate difficulty and design choices. Although
we report disaggregated statistics by topic
and hook type, we cannot fully disentangle
their joint effects without multivariate model-
ing. We therefore refrain from making strong
causal claims and frame these results as in-
dicative of relative risk patterns observed in
practice.

These limitations do not affect the cor-
rectness of the reported aggregate metrics,
but they do constraint the range of statis-
tical analyses that can be performed retro-
spectively, thus, we argue that the opera-
tional results reported in this paper remain a
valuable contribution. First, large-scale, lon-
gitudinal empirical data from real corporate
environments are rarely available in the aca-
demic literature due to confidentiality, tool-
ing constraints, and organizational complex-
ity. Second, the reported metrics, deploy-

ment timelines, and failure modes provide
realistic baselines that can inform both fu-
ture empirical research and practical secu-
rity planning. Third, by explicitly document-
ing constraints, trade-offs, and design deci-
sions, this work lowers the barrier for other
researchers and practitioners seeking to repli-
cate or extend similar studies in their own
organizational contexts.

In this sense, the contribution of this pa-
per lies not only in the specific numerical re-
sults, but also in the transparent documenta-
tion of how socio-technical security measures
are implemented, evaluated, and iteratively
improved at scale in real-world multinational
organizations.

10. Conclusions

Security measures in large firms are con-
stantly updated and re-evaluated, as their
effectiveness changes with time. It is of
paramount importance for researchers who
design those measures and practitioners that
apply them to have access to previous expe-
riences, and to update their course of action
based on them. This paper contributes to the
description of two case studies in which key
data was collected about two security mea-
sures adopted to mitigate data loss: phish-
ing simulation and encryption of entire drives
on PCs using the Microsoft Windows operat-
ing system. On the one hand, we provide
a valuable scientific contribution, confirming
some of the results obtained by previous stud-
ies and extending the insights with new ev-
idence. On the other hand, we describe all
the required steps, the process that the com-
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panies adopted, the time it took, and the dif-
ficulties encountered. Based on the described
experience, we also discuss the common best
practices that helped the success of both the
processes, and are of paramount importance
for any firm that is about to start a similar
effort in enforcing a new security policy.
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