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ABSTRACT Multi-modal biometric schemes, which leverage more than one sensor, offer significant advan-
tages over uni-modal schemes in terms of accuracy and robustness against attacks. In this paper, we present
a novel behavioral multi-biometric user authentication scheme that employs data fusion for biometric-based
authentication. The proposed scheme extracts two types of data (Electromyography (EMG) and movements)
from a single user’s clapping action type, via a worn smartwatch. During the user enrollment phase, the
scheme creates a digital identity of the user based on the arm’s movement and EMG signatures generated
through the entire period of clapping action. In the verification phase, the scheme authenticates users
based on the detected combined EMG and movement signature. The experimental analysis of the proposed
scheme employing a Deep Neural Network classifier demonstrates its efficacy; our classifier achieves a
True Accept Rate of 94.37%, a False Accept Rate of just 0.11%, and an accuracy of 97.13%. Furthermore,
it is experimentally demonstrated that augmenting the training dataset via Generative Adversarial Networks
leads to even better performance; with improved TAR (up to ~96%) and accuracy (up to 97.94%), while
decreasing FAR (from 0.11% to 0.082%). These results showcase the effectiveness and robustness of the
proposed bi-modal behavioral biometric scheme for smartwatch user authentication.

INDEX TERMS Smartphone authentication, behavioral biometrics, sensors.

I. INTRODUCTION

Smartwatches have now become popular wearable devices.
Besides their more traditional use (e.g., showing time, han-
dling text messages and phone calls), smartwatches are now
widely exploited for performing sensitive operations, such as,
touchless payments [1], obtaining medical alerts [2], fitness
tracking [3], tracking heart rate and/or detecting heart rhythm
irregularities, accessing cars [4], and opening a garage door,
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just to name a few. Given the increasing use of smartwatches
for critical applications, it becomes of utmost importance to
protect the private data stored in or accessed from smart-
watches against any unauthorized access.

Authentication, which is the verification of the identity
of claimants, is a fundamental component of any cybersecu-
rity solution. Authentication aims at preventing unauthorized
access and maintaining the required level of confiden-
tiality and integrity of private data. User authentication
could be performed by leveraging the user-specific secret
(e.g., PIN, password, etc.). However, these approaches are
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FIGURE 1. Clapping in 3d space.

not considered to be optimally suited for smartwatch usage
because of their well-known security and usability limita-
tions [5]. Usability is limited by the imposed requirement
of active user cooperation, and the difficulty of entering or
sketching a secret pattern on the small touch screen. For
instance, security limitations such as susceptibility to shoul-
der surfing attacks and insufficiently robust authentication
mechanisms further impede their effectiveness Alternately,
biometric-based authentication establishes the user’s identity
through biological modalities, such as the user’s face, fin-
gerprint, or retina. These solutions already exist on recent
smartphones (e.g., Apple Face ID [6], and fingerprint sensors
in iPhones [7]). However, their deployment on smartwatches
is still limited,! as the use of physical biometrics also pose
usability and/or privacy concerns. For example, iris recog-
nition requires cumbersome iris entry hence requiring extra
user effort. Some studies have shown that users even raise
privacy concerns on using these technologies [8]. Conse-
quently, behavioral biometric-based authentication solutions
are garnering considerable attention in both academia [9],
[10], and industry [11]. For example, it is worth noting that
Facebook is currently researching EMG wearables in its
virtual reality lab to find if such a device could be used to
precisely interact with computing devices [11]. According
to them, this wrist-based interaction could be used as an
alternative mean of intentional input with a maximum level of
portability. To this end, we expect EMG-based smartwatches
to arrive soon in the market.

Unlike physical biometrics, such as those based on face,
fingerprint, and iris recognition, behavioral-biometrics-based
authentication schemes assume that each person has a dis-
tinctive manner of performing actions such as typing [12]
or swiping [13] on a keyboard, or holding and moving a
smartwatch [9], [10], [14], [15], [16], [17], [18], [19]. These
activities can be analyzed in order to create a user profile that
can be used for authentication purposes on smartwatches.

Towards the design of higher usability and user-friendly
user authentication methods on smartwatches, in this article,
we propose EMG-assisted clap as a behavioral-biometric

1 https://www.retaildive.com/ex/mobilecommercedaily/samsung-paypal-
tap-fingerprint-technology-in-smartwatch-response-to-apple
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modality. The proposed scheme authenticates users by
exploiting two invisible behavioral biometric signatures,
namely, EMG and sensor-based clap signature (see Figure 1),
to overcome the limitations of existing knowledge-based
and physiological user authentication approaches. Our pre-
sented scheme exploits built-in smartwatch hardware, i.e.,
3-dimensional sensors to register the arm movements gen-
erated during the performed clapping action, and the EMG
sensors to collect electromyographic signals. A user is iden-
tified based on the differences between the currently collected
EMGe-assisted clap signature and all the signatures collected
during the enrollment phase. Our proposed scheme is very
convenient, as it does not ask users to memorize and type any
secret, which increases its usability. Moreover, replicating the
clapping action in a manner that accurately matches both
the movement and EMG data signatures of the target user
proves to be challenging. This level of alignment significantly
bolsters the security and robustness of the scheme, as it neces-
sitates a sophisticated understanding and mimicking of the
user’s unique behavioral patterns across multiple modalities.
We have implemented and evaluated our proposed scheme
with multiple alternative state-of-the-art classifiers, namely,
K-Nearest Neighbor (KNN), Multilayer Perceptron (MLP),
Support Vector Machine (SVM), and Deep Neural Network
(DNN) on our created chimerical dataset. DNN outperforms
the other classifiers and attains the highest True Accept Rate
(TAR) of 94.37% at just 0.11% False Accept Rate (FAR)
and accuracy of~ 97.13%. These results were obtained by
using a particular chimerical data set, which was obtained by
combining each user (data) from the clap data set with another
user (data) in the EMG data set. However, there was the risk
that the specific matching of users in the two data sets to
build the chimerical data may have determined the observed
result. To remove this possible bias, we have performed
additional experiments using 50 chimerical datasets: each
one is created by randomly pairing users from the clap and
EMG datasets. The outcome was a consistent performance
observed across all these datasets, which confirms the robust-
ness of the classifier to variations in the construction of the
chimerical dataset, and suggests that good performance can
also be obtained by using non chimerical data sets. Moreover,
we further explored the potential of DNN by training it on
an augmented dataset, generated using Generative Adversar-
ial Network (GAN). Remarkably, this approach led to even
better performance, with the DNN improving TAR (up to ~
96%) and accuracy (up to =~ 98%) while decreasing FAR
(from 0.11% to 0.082%).

The main contributions of this paper are listed below:

o The proposal of a novel user-friendly and secure behav-
ioral biometric-based authentication scheme for smart-
watches. Our scheme is the first to combine EMG
and arm-movement for user authentication. The scheme
uses the differences between the EMG-assisted sensory
readings generated using the performed clapping action
during the enrollment phase, and the same signature
collected during the verification phase. We note that
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users only need to perform a faint clapping, with or
without sound. The main goal is collecting movements,
not the sound.

o Experimental evaluation of the proposed scheme’s effi-
cacy and robustness on a created chimerical dataset
of EMG and clapping action using advanced machine
learning classifier, e.g., DNN. Experimental evaluation
of the reliability and validity of DNN on cross-user
chimerical datasets: we generated several chimerical
datasets by randomly combining clap and EMG users.
The results showed that our classifier achieves sta-
ble and consistent performance across different user
combinations. This indicates that our classifier is
not biased by a specific selection of the chimerical
data set.

o The proposal and evaluation of a GAN scheme for data
augmentation to attain elevated precision.

Paper Organization: The rest of the paper is organized
as follows: Section II surveys the relevant research studies
published on smartwatch unlocking. Section III presents a
high-level explanation of our approach. Section IV presents
the evaluation strategy, and analysis and discusses the
obtained results. Section V concludes this work with a sum-
mary of the findings and of future work.

Il. RELATED WORK

There exists a wide and diverse range of multimodal bio-
metric methods. For instance, the progress of multimodal
biometric schemes in authentication can be seen in [20]
and [21]. In this section, we survey relevant user authen-
tication approaches that are similar to our work. We have
chosen to focus on the studies exploring behavioral biometric
approaches, particularly those leveraging arm movements
and EMG signals, as these are the two key modalities utilized
in our proposed bi-modal scheme for smartwatch user authen-
tication. The rationale behind this decision is that our work is
specifically aimed at advancing the state-of-the-art in behav-
ioral biometric-based authentication for wearable devices.
Prior studies have demonstrated the uniqueness and stability
of arm movements and EMG signals as promising traits for
user verification on wearable platforms, offering advantages
in terms of seamless integration and user acceptance. By sur-
veying the relevant literature in these two specific areas,
we can clearly position our novel contribution of combining
these behavioral biometric traits in a unified scheme for
smartwatch user authentication, effectively highlighting how
our work advances the current state-of-the-art in this domain.
Furthermore, we have opted not to incorporate advanced
techniques such as Convolutional Neural Networks (CNN)
and Transformer-based classifiers due to their requirement of
large training set. Specifically, during the bootstrapping phase
where a small-sized dataset is utilized, these sophisticated
models are deemed impractical. Therefore, in the context of
our research scheme, characterized by limited data availabil-
ity, the utilization of CNN and Transformer-based classifiers
is not considered feasible.

VOLUME 12, 2024

A. ARM-MOVEMENT-BASED USER AUTHENTICATION
Existing smartwatches are equipped with multiple sensors
that could potentially be used to detect arm rotations, arm
movements, heart rate, blood oxygen level, skin tempera-
ture and conductance. This information can be exploited to
develop unobtrusive user authentication schemes. Specifi-
cally, relevant to this work, there exist a few arm-movement
based behavioral biometric authentication schemes that
exploit the device built-in 3 dimensional sensors for authen-
tication purposes [9], [10], [14], [15].

Yang et al. [22] and Lewis et al. [9] were the first ones
to propose a motion-based authentication solution for smart-
watches. Yang et al. [22] introduced MotionAuth which was
implemented on Android and its effectiveness was tested on
the collected data of 30 users. Authors tested four simple and
natural gestures, e.g., drawing a circle using a smartwatch
worn arm, and attained an Equal Error Rate (EER) of 2.6%
using Dynamic Time Warping (DTW), and a histogram-based
techniques for classification. Similarly, Lewis et al. [9]
employ free-form arm movement as a behavioral modality
and reported an 84.6% accuracy using DTW as a classifier,
over the collected dataset of 5 users.

Moreover, we consider the works presented in [14], [15],
[16], [23], [24], and [25] to be very close to our approach.
Authors of these studies have proposed motion-based
finger-snapping [14], in-air-writing [15], Hand-punch [16],
motion-based clapping gesture [23], [24], and motion-based
handwriting gesture [25], for user authentication on smart-
watches. We summarise these studies and compare them with
our approach in Table 1.

B. EMG-BASED USER AUTHENTICATION

Few studies (e.g., [26], [27], [28]) advocated using EMG as a
behavioral biometric for user authentication on smartphones.
However, to the best of our knowledge, none of them has
utilized it either for smartwatch-based solutions, or has pro-
posed a motion-based clapping action that uses both EMG
and smartwatch’s built-in sensors for user authentication on
smartwatches.

We consider the study presented in [28] close to our
work. This study presents an EMG-assisted pattern-based
unlocking mechanism for smartphones. The scheme collects
the EMG signals while the pattern lock is being drawn on
the touchscreen by the user. In this way, even if someone
knows the pattern, he would not be able to access the smart-
phone because either none or a different EMG signal would
be acquired. The authors recruited 10 users and recorded
20 trials from each user. Later, they extracted time-domain
features from the recorded data and trained their chosen
1-class classifiers, namely Support Vector Machine (SVM)
and Local Outlier Factor (LoF). The authors reported the
results in the form of Half Total Error Rate (HTER), i.e., the
average of FAR and False Reject Rate (FRR). They achieved
an HTER ranging from 7.25% to 23.50%, for different users.
Another relevant study [29] uses the EMG signals acquired

61223



IEEE Access

A. Buriro et al.: Wearable Wisdom: A Bi-Modal Behavioral Biometric Scheme

from Myo armbands to authenticate smartphone users. The
authors conducted several experiments on their collected
dataset of 53 users and obtained an average TAR of 91.81%,
at a FAR of 7.43%, by using a Convolutional Siamese Net-
work classifier.

While prior work has explored the use of arm movement
and EMG signals individually for user authentication, the
combination of these two behavioral biometric traits in a mul-
timodal scheme remains an underexplored area, particularly
for smartwatch applications.

Our authentication scheme differs from prior motion-based
schemes in the following ways: firstly, while prior work has
explored the use of arm movement and EMG signals individ-
ually for user authentication, the combination of these two
behavioral biometric traits in a multimodal scheme remains
an underexplored area, particularly for smartwatch applica-
tions. Thus our approach utilizes a novel bi-modal scheme
that extracts two types of data (arm movements and EMG
signatures) from a single behavior, which is clapping. Sec-
ondly, previous studies (as seen in Table 1) have not utilized
a Deep Neural Network as classifier for tackling this task.
Thirdly, our approach employs data augmentation through
the use of a Generative Adversarial Network. Fourthly, our
approach is robust against adversarial examples, i.e., Fast
Gradient Sign Method (FGSM) attacks. Finally, our approach
surpasses the state of the art in terms of True Accept Rate
(TAR), False Accept Rate (FAR), and accuracy. It attains
better results compared to any state-of-the-art arm-movement
based approach listed in Table 1.

Ill. PROPOSED APPROACH: EMG-ASSISTED CLAP
BIOMETRICS

Our clapping-based approach leverages the users’ specific
way of clapping to authenticate them. In particular, our
proposed scheme collects EMG and arm movements sig-
nals generated while a user performs the clapping action
(for 3.5 sec). The proposed approach then extracts statisti-
cal features from: a) 3-dimensional sensors (accelerometer
and gyroscope) for capturing the arm movements, and
b) 8-channel EMG stream for capturing the muscle activity
to register the clap modality. Since the scheme exploits users’
familiarity with the clapping gesture and uses a second type
of sensor that invisibly collects a complementary type of data,
the scheme can achieve high usability and user acceptance.
Additionally, it is secure because it requires a high level of
similarity between the two types of data generated by the
clapping behavior, which is hard to achieve by an imitator
to access the user’s smartwatch.

Figure 2 illustrates the proposed approach. During users’
enrollment, the smartwatch collects the sensory read-
ings from the accelerometer, gyroscope, and EMG sen-
sors, and extracts statistical features (explained in Section
in III-B) from the required clapping actions. Then, these
extracted features from the accelerometer and gyroscope
are fused to make feature vectors, one for each clapping
action. Next, it applies GANs to generate more samples
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(explained in Section in III-C), and these expanded feature
vectors are finally saved in the database for both training
the classifier and future comparisons during verification.
During user verification, the user is required to clap once.
The user’s smartwatch collects the corresponding sensory
readings, extracts the same features, and compares this query
feature vector with the feature vectors stored in the database
during enrollment. If the recent feature vector is found similar
to one previously stored, the access is granted, otherwise, the
user is considered an impostor.

A. DATASETS

A chimerical dataset is a synthetic dataset that is created by
combining data from different modalities or sources, such as
EMG and clapping, or face and eye [51]. A chimerical dataset
can be useful for evaluating the performance of multimodal
biometric schemes, especially when there is no real dataset
available that contains the desired modalities. Thus, we utilize
two distinct publicly available datasets of EMG and clapping
coming from different persons. In particular, since none of
the available smartwatches have EMG sensors at the moment,
we rely on a publicly available dataset [30] that used the Myo
Armband? for EMG. Conversely, for movements, we relied
on “WISDM Smartphone and Smartwatch Activity and Bio-
metric Dataset” [31].

We acknowledge that the EMG data used in our experi-
ments comes from a different type of behavior than clapping.
However, we argue that this does not invalidate our exper-
iments, as we are interested in evaluating the performance
of our scheme on fusing two types of data (EMG and move-
ments) from a clap action for user authentication. We believe
that our scheme can generalize to real EMG data collected
from clapping, as the EMG signals are consistent and distinc-
tive for each user.

Dealing with the nonexistence of bi-sensor datasets includ-
ing EMG and clapping biometric traits, we assembled a
bi-modal chimerical dataset (i.e., a dataset in which every
user has an EMG and clapping trait) by combining the
EMG and clapping data of pairs of users of publicly avail-
able EMG [30] and clapping [31] datasets. Namely, because
the two adopted datasets do not contain the same users,
we uniquely and randomly matched the EMG modality and
clapping modality of pairs of distinct users of respective
datasets, obtaining a chimerical database of 50 users, with
128 genuine samples per user. Moreover, to assess the robust-
ness and validity of our classifier, we generate multiple
chimerical datasets created by randomly matching users in
the two available data sets. In practice, we combined the
features of a randomly chosen user of the clap dataset with
randomly selected user in the EMG dataset, and repeated
this process 50 times to generate 50 chimerical datasets.
Then, we tested our classifier on each of them. In fact,
we aimed to ensure that the classifier’s performance is sta-
ble and reliable across the alternative data combinations

2https ://wearabletech.io/myo-bracelet/
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TABLE 1. Comparison of our scheme with the related work. Our comparison is limited to the work that involved sensory readings, the mode, the
classifiers (i.e., Dynamic Time Warping (DTW), Random Forest (RF), Support Vector Machine (SVM), K-Nearest Neighbors (KNN), Multilayer Perceptron
(MLP), Deep Neural Network (DNN), Recurrent Neural Networks (RNNs)), the number of users, and the obtained results.

Paper Input Method Mode Sensors Classifiers Users Best Results
[9] Free-form Uni-modal Acceleromter DTW 5 Accuracy = 84.6%
arm-movement Gyroscope
[10] password-based Uni-modal Acceleromter RNNs 310 EER = 6.09%
arm-movement Gyroscope
Finger-snaping-based . Acceleromter TAR = 82.34%
(14] movements Uni-modal Gyroscope MLP i FAR = 34.12%
In-air-finger-based . Acceleromter DTW TAR = 80.52%
(15] movements Uni-modal Gyroscope MLP 1 FAR = 21.65%
[16] Hand-punch Uni-modal Accelerometer SVM 20 Accuracy = 95.45%
movement
Arm-movement:
1. Circle Acceleromter DTW
[22] 2. Arm-rotation Uni-modal Gyroscope Historeram 30 EER = 2.6%
3. Hand-up 4 P g
4. Hand-down
. KNN
[23] IZSEJTS ::zzsl;«;l Uni-modal Ac(;eizrsoct(l)'lezer DT 50 Accuracy = 96.65%
Y P RF (clapping)
. KNN TAR = 93.3%
[24] Handr—nclap[;inft—based Uni-modal Ac(;:elrerometer MLP 50 FAR = 0.22%
ovements yroscope RF Accuracy = 96.54%
[25] Hand-writing-based Uni-modal Acceleromter MLP 21 EER = 6.56%
movements Gyroscope SVM
KNN
. . TAR = 95.95%
This work EMG-assisted-claping Bi-modal Accelerometer MLP 50 FAR - 0.082%
movements Gyroscope SVM Accuracy — 97.94%
DNN y = 27o8%
L\Q . Feature Extraction
\ y
Y
( ) > 2 7 Database
1 Data Capture ( )
” A Feature
Concatenation
A
\ 4 >
Template Formation
Data Augmentation
using GAN
=3 Training

——) Testing

FIGURE 2. Block diagram of the proposed EMG-assisted clap biometrics approach.

(not only for a specific chimeric combination). Please note 1) WISDM SMARTPHONE AND SMARTWATCH ACTIVITY AND
that assembling chimerical datasets is a common practice BIOMETRIC DATASET

in the multimodal biometric schemes works when no real The “WISDM Smartphone and Smartwatch Activity and
databases are obtainable [32], [34], [35], [51]. Biometrics Dataset” [31] contains sensory values collected
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from accelerometer and gyroscope sensors of both smart-
phones and smartwatches from 51 users while they were
performing 18 diverse daily living activities. Each activ-
ity was performed for 3 minutes, so each user contributed
54 minutes of data. We have used only the data related to
the clapping activity recorded using smartwatch from the first
50 users in this study.

2) MULTI-CHANNEL ELECTROMYOGRAPHY SIGNAL
ACQUISITION OF FOREARM [30]
This publicly available dataset consists of EMG samples
collected from 50 users using 8-channels Myo Armband for
10 different arm-movements (i.e., wrist in neutral, pronation,
supination, wrist extension, wrist flexion, ulnar deviation,
radial deviation, fine pinch, power grip, and hand open).
These movements are related to the position, rotation, and
angle of the wrist and forearm, as well as the type of grip
and finger spread of the hand. Since these factors can affect
the way a person claps, we assume that clapping-based
movements will also be different from user to user, because
each user may have a unique style, preference, and habit
of clapping, influenced by their personality, culture, mood,
and context. Moreover, clapping is a complex and dynamic
behavior that involves coordination of multiple muscles and
joints, which can vary in strength, flexibility, and sensitiv-
ity among users. Therefore, we expect that clapping-based
movements will have sufficient variability and distinctiveness
to be used as a biometric modality for user authentication.
The data was collected at a sample rate of 200 samples/sec
from each of its eight channels also known as skin surface
electrodes. We chose this dataset because this is the more
realistic data to emulate the smartwatch sensors. We are
hopeful that the soon-to-launch Facebook smartwatch will
have 8-channels as well.

B. FEATURES EXTRACTION

Our smartwatch user authentication solution uses built-in
3-dimensional accelerometer and gyroscope sensors, as well
as 8 EMG channels, to extract two types of data from a single
action type - clapping. Accelerometer and gyroscope sensors
are 3-dimensional: X, Y, and Z. Myo Armband was used to
prepare EMG dataset [30] that contains eight electrodes, often
termed as channels. Each electrode senses the muscle activi-
ties and produces electrical energy. In this way, the EMG data
is recorded under each of the channels in millivolts. Conse-
quently, the final dataset encompasses an 8-channel stream
(octuple) for each timestamp. We extracted 5 statistical fea-
tures from the accelerometer and the gyroscope sensors,
namely, Min, Max, Mean, Variance, and Standard Deviation
from each dimension from a captured sample (of 3.5 sec).
Additionally, we wanted to understand how the streams are
related to each other. As such, we also measured correla-
tion, absolute difference, and cosine similarity between the
dimensions, e.g., as motion sensors are 3-dimensional we
have XY, XZ, and YZ correlations. In total, we obtained
60-features long feature vector for the clapping modality.
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For the EMG modality, we compute the same features, but
here the number of dimensions is 8 (unlike accelerometer and
gyroscope which are 3-dimensional), thereby we have a larger
feature vector of size 140-features. For creating a chimeric
user profile, we concatenated the two feature vectors for each
observation per user and form a 200-features-long feature
vector for the bi-sensor scheme. Technically speaking, for a
chimeric user (e.g., user-1), we concatenate feature vectors
from each observation of both modalities of user-1 available
in both datasets and so on. As we extracted 128 observations
for each user from each of the dataset. Hence the total number
of observations in chimeric dataset is 6400 samples.

C. DATA AUGMENTATION USING GAN

Data augmentation is a technique commonly used to increase
the size of a dataset by transforming existing data into new
and unique samples. The reasons behind applying augmen-
tation are (i) improvement of model performance, (ii) reduce
the need for more data, and (iii) increase model’s robustness.
We adapted Generative Adversarial Network (GAN) for data
augmentation.

The GAN, introduced by Goodfellow et al. [36], is an unsu-
pervised method for creating synthetic data. GAN uses two
sub-models: a generator and a discriminator. The discrimina-
tor is first trained on real data, and the generator produces
new samples that the discriminator classifies as either “‘real”
or “notreal.” The feedback from the discriminator allows the
generator to iteratively improve the quality of the generated
samples. This approach has been applied in a variety of
fields such as image generation [37], video generation [38],
wireless communications (for spectrum sensing [39] and sig-
nal spoofing [40]), and voice and language processing [41],
[42]. However, generating one-dimensional (1D) tabular data,
particularly in the area of user authentication [43], [44], [45],
has received limited attention.

Our implementation of a Generative Adversarial Network
(GAN) used the Python programming language and the Keras
library.? In this work, the architecture of the generator G and
discriminator D was used for GAN-based synthetic EMG-
assisted clapping sample generation.

In this work, the developed generator and discriminator
networks are small neural networks. The generator has four
hidden layers with 128, 16, 16, and 8 units respectively,
while the discriminator has five hidden layers with 288, 352,
512, 64, and 32 units respectively. We experimented with
different numbers of hidden layers and units in the generator
to arrive at this configuration, which showed excellent results
in generating synthetic samples, as can be seen in Figure 3,
that illustrates the comparison of some “‘real’” and “‘non-real”
features for a randomly chosen user across all 5000 epochs.

The generator’s first layer takes in a fixed-size
(100-dimensional) noise vector, and its final output is a
200-dimensional vector that resembles the 200-dimensional
vector of “real” samples. These 200-dimensional vectors

3 https://keras.io/
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FIGURE 3. Comparison of “real” (in blue) and “non-real” (in red) features
after: (a) 1000, (b) 5000 epochs.

from both “real” and “‘non-real” samples serve as input to
the discriminator, whose output is binary, indicating whether
the sample is “‘real”” or ‘“‘non-real”.

After 5000 epochs of generating ‘“‘non-real”” samples and
saving the generated data every 1000 epochs, we compared
some original and generated features in Figure 3; in this
figure, we show this comparison only for 1000 (see Figure 3a)
and 5000 (see Figure 3b). The synthetic ‘“‘non-real’’ (in red)
samples were very similar to the “real” (in blue) samples
after 5000 epochs as depicted in the figure.

t-Distributed Stochastic Neighbor Embedding (t-SNE) [50],
is a dimensionality reduction technique commonly used
to visualize high-dimensional data in a lower-dimensional
space, typically two. t-SNE is a nonlinear dimensionality
reduction technique, meaning it can capture complex rela-
tionships and structures in the data that linear methods, e.g.,
PCA would not be able to capture effectively. It is particularly
useful in preserving both local and global structures in the
data. Local structures refer to the relationships between
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neighboring points, while global structures involve relation-
ships across the entire dataset.

In Figure 4, we present the t-SNE visualization of the orig-
inal and generated samples for some randomly chosen users,
aiming to illustrate the similarities in two dataset. The t-SNE
plots depicted in Figure 4, provide a comprehensive snapshot
of the distribution of samples in the high-dimensional space,
effectively reduced to two dimensions for visualization pur-
poses. The original and synthetic samples are color-coded
for clarity, with blue representing the original data and red
depicting the synthetic data (generated after 5000 epochs).
It is evident from the figure that the clusters corresponding
to original and synthetic samples significantly overlap which
means our GAN was successful in learning well the distri-
bution of original samples and hence managed to generate
high-quality synthetic samples.

To evaluate the quality of these synthetic samples,
we added them to the original train set and observed an
increase in accuracy.

IV. EXPERIMENTAL EVALUATION
In this section, we describe the experimental evaluation of the
proposed bimodal smartwatch user authentication scheme.

A. MACHINE LEARNING CLASSIFIERS

The proposed scheme is an attempt of solving the problem
of user authentication in client-server architecture such as
banking, remote access, etc. In this scenario, the chosen
ML classifier is trained on training samples of multiple
users. We considered three state-of-the-art multi-class clas-
sifiers (i.e., KNN, MLP, and SVM) for obtaining baseline
results as well as for comparison with related studies. The
rationale behind selection of these diverse classifiers is to
provide a comprehensive evaluation of our proposed scheme.
By including state-of-the-art baseline classifiers such as
KNN, MLP, and SVM, we were able to benchmark our
performance against well-established models. Furthermore,
we developed an optimized Deep Neural Networks (DNNs)
based classification/verification scheme specifically to lever-
age the complex, bimodal nature of the arm movement and
EMG data for user authentication. To this aim, we searched
the best number of layers, the best-required units in each
layer, and the learning rate. It is worth noting that we per-
formed a grid search to determine the best hyperparameters
of adopted classifiers among the listed parameters in Table 2.
We leveraged Scikit-learn* a python library for hyperpa-
rameter optimization of baseline classifiers and Keras-tuner’
for DNN network. It is worth mentioning that we exploited
training and validation data splits for finding best hyper-
parameters. While we recognize the potential of advanced
CNN and Transformer-based classifiers in achieving state-
of-the-art performance, their efficacy is heavily dependent on
the large-scale, diverse datasets for training. In our case, the

4https ://scikit-learn.org/stable/
5 https://keras.io/keras_tuner/
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FIGURE 4. Comparison of t-SNE plots for different users for “real” (in blue) and “non-real” (in red) samples.

dataset size (70 samples/user) did not meet the requirements
for leveraging the full capabilities of these models.

B. EXPERIMENTAL PROTOCOL

For each user, as we previously said, we obtained 128 obser-
vations. We took the first 70 observations (emulating 20 Hz
for clapping and 200 Hz for EMG for 3.5 sec duration)
for training the classifiers. The next 30 observations were
selected for validation, i.e., performing parameter optimiza-
tion. The final 28 (from index 101 — 128) samples were
used for the final testing of the classifiers. It is worth noting
that this test set remains unseen by the classifier during the
training or parameter optimization and data augmentation
processes.
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C. EXPERIMENTAL RESULTS

For authentication, we summarize our results in terms of
True Accept Rate (TAR), False Reject Rate (FRR), False
Accept Rate (FAR), True Reject Rate (TRR), and Accuracy.
For adversarial robustness analysis, we report the results in
terms of accuracy. TAR, FRR, FAR, and TRR, are defined
as the fraction of legit attempts correctly classified as legit,
the legit attempts misclassified as adversarial, the adversarial
attempts misclassified as legit, and the adversarial attempts
classified as adversarial, respectively. The accuracy is the
ratio of correct classifications and the total attempts. Since
the FRR and TRR can also be computed as 1 — TAR and
1 — FAR, respectively, we only show TAR and FAR to avoid
redundancy.
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TABLE 2. Parameter optimization of all chosen classifiers. The parameters “«” and “C” are regularization parameters for MLP and SVM, respectively,

where as “Tanh” (hyperbolic tangent) is an activation function used in MLP.

Best validation

Classifiers Parameters Range Best
Accuracy (%)
KNN # of Neighbors 1 to 50 (step-size=1) 1 80.12
“Size of hidden layer” 8 to 64 (stepsize=8) 64
“activation” “tanh”, “relu” tanh
MLP “solver” “sgd”, "adam” adam 95.60
‘a” “0.0001”, “0.001”, “0.01" 0.0001
“learning_rate” “constant”, “adaptive” constant
oS 0.1 to 2.0 (stepsize=2) 0.1
SVM “v” “1”,“0.1”, “0.01”,” 0.001” 1 96.88
“Kernel “linear”, "rbf”, “poly”, “sigmoid” linear
“num_layers” 2 to 10 (stepsize=1) 5
DNN “num_units” 32 to 512 (stepsize=32) 288,352,512, 64, 32 93.46

« ; »
learning_rate

“0.01”,"0.001”, “0.0001"

0.0001

1) USER AUTHENTICATION RESULTS
We summarize user authentication scheme performance
results in Figures 5 and 6.

Figure 5 illustrates the results of the performed analysis
on individual modalities: we show the performance of our
chosen classifiers when trained on original data points for
clap (see Figure 5a) and EMG (see Figure 5c¢) modalities,
and when trained on augmented data points for clap (see
Figure 5b) and for EMG (see Figure 5d) modalities. Overall,
the highest accuracy achieved by DNN classifier in unimodal
settings is 90.4% (for clap) and 89.56% (for EMG) on original
data points. This accuracy is further improved, when the the
augmented data points are used, up to 93.69% (for clap) and
93.84% (for EMG), respectively.

The authentication results of our bimodal approach are
reported in Figure 6. In Figure 6a, we show the TAR, FAR,
and accuracy of the chosen baseline classifiers in their default
settings. It is evident that the MLP classifier yields the
highest 86.07%, 0.28%, and 92.89%, TAR, FAR, and accu-
racy, respectively. This figure does not include the results
of DNN because, unlike these classifiers, it does not have
any baseline implementation (researchers have to design
this architecture depending on their datasets, applications,
and so on).

In Figure 6b, we summarize the results of our tuned clas-
sifiers trained on the original training set (which contains
70 samples of each user). We can see that performance of
KNN and MLP remains similar to what they achieved in
the default settings. But the performance of the SVM clas-
sifier is improved noticeably, e.g., TAR goes from 84.47%
to 87.81% leading to a nearly 2% increase in accuracy.
DNN classifier with 5 hidden layers (as discussed earlier)
outperformed all the baseline classifiers and obtains the high-
est TAR (94.37%), lowest FAR (just 0.11%), and highest
accuracy (97.13%).
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It is worth repeating that there is a potential risk that
the unique chimerical dataset, constructed and employed
in our experiments earlier, might have biased the results.
To eliminate this risk, we have conducted additional exper-
iments with 50 distinct datasets (obtained by varying the
matching of users in the two available data sets). The uni-
form performance across these diverse datasets proved the
resilience of the classifier to alterations in the composition
of the chimerical datasets. We have applied the identical
training/validation/testing split that was previously used to
each dataset. We selected DNN to conduct this experiment
as it is the most effective classifier. The results are sta-
ble across the 50 datasets. We achieve an average TAR of
92.905% (with a standard deviation of 1.07), an average
FAR of 0.145% (with a standard deviation of 0.0219), and
an average Accuracy of 96.381% (with a standard deviation
of 0.546). These results show that the performance of the
classifier is robust and is not influenced by the specific way
users in the two datasets are combined to form the chimerical
dataset.

In Figure 6¢, we summarize the results of tuned classifiers
when they were trained on the augmented dataset. The pur-
pose of data augmentation was to answer a basic question:
is it possible to improve the classifier performance on an
increased number of samples without asking users to provide
more of them, and the answer is yes. Namely, we could
exploit GAN to generate synthetic ‘“‘non-real”” samples and
by training on this augmented training set, we can obtain
enhanced performance. It is notable that, in this study, the
generation of the sample was performed using training sam-
ples (70 only) for each user. Normally, GAN requires a large
number of samples for good quality generation. We can notice
that the performance of baseline-tuned classifiers did not
change much as they were found unable to extract meaning-
ful insights from the augmented training set. However, the
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FIGURE 5. Results of chosen classifiers in unimodal settings: Clap on original and augmented data (a) and b), EMG on

original and augmented data(c) and (d).

performance of DNN improved noticeably. On the augmented
dataset, the TAR and accuracy are further increased and
FAR is lowered. We can observe that the DNN achieved
a TAR of 95.95%, FAR of just 0.082%, and accuracy
of 97.94%.

The most common way of determining a Deep Neural
Network (DNN) overfitting is by monitoring the model’s
learning curves and comparing the accuracy and losses of
training and validation sets. If the accuracy of the training
set continues to increase with more iterations of training
and the accuracy of the validation set decreases, then this is
a clear indication of overfitting. Similarly, we can analyze
the gap between training and validation loss. If training loss
continues to decrease while the validation loss increases,
then this also suggests overfitting. Due to space limitations,
we show the learning curves of our DNN network in Figure 7
for bimodal settings only. In both curves, we can see that
the trend of accuracy and loss remains the same throughout
the training process which proves that our classifier is not
overfitting.
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2) ROBUSTNESS ANALYSIS AGAINST ADVERSARIAL
EXAMPLES

Though DNNs-based schemes now can achieve remarkable
performances, it has been empirically shown that DNNs are
vulnerable to adversarial examples [46], [47], [48]. Adversar-
ial examples are carefully crafted versions of genuine samples
which are intentionally perturbed using adversarial noise with
the aim of confusing DNNGs, leading to the mis-classification
of a given input.

In this paper, we are simulating a specific scenario: we
assume that authorized users conduct Fast Gradient Sign
Method (FGSM) attacks on their own devices (perform ““pen-
etration testing”’) - a white-box attack to ensure that they
have control over the accuracy of their enabled authenti-
cation mechanism. By doing these attacks, users will be
able to verify the strength of their authentication mechanism
and become sure of its security against potential hackers.
Further, evaluation of the pre-trained neural network-based
schemes under adversarial examples is considered extremely
important because it helps to assess robustness, uncover
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A. Buriro et al.: Wearable Wisdom: A Bi-Modal Behavioral Biometric Scheme

IEEE Access

0 TAROFAR[ Accuracy
| |
= ac S
© 5 = 5 .
00 2 o g s &5 A
5 2 [ = [
E®
50 8
0 i 8]
<t [ap] [a\]
o) fan) s}
0 T T T
2 > 3
& & KNg
(a)
‘ ITAROFARI Accuracy ‘
| | |
o P 2 K 2
— - < =N o :
2 Q| o -« ¥ 5
100 w8 =S s = R
=
&
50 7
=] L0 0 —
S 3 = S
0 T T T T
> 3
&g g &
(b)
‘ I TARDFAR [ Accuracy ‘
| |
- =
I~ el 2 = <2
© o~ — = 0 =
= 5 Col | 2l g S N
100 1[: % S S | = ]
r~
S
50 3 8
=
~t o [aN] o
S S 3 %
0 T T T T
2 N s
& o & &

(©)

FIGURE 6. Baseline classification results: (a) in default settings, (b) in
optimized settings, and (c) in optimized settings on augmented train set.

vulnerabilities, and ensure that the model’s performance is
not overly dependent on the distribution of the training data.
Thus, we also evaluated the robustness of the proposed user
authentication scheme against adversarial examples.

There exist several methods to generate adversarial exam-
ples [47]. In this study, we adopted FGSM.® FGSM is a

6https://pytorch.org/tut0rials/beginner/fgsm_tutorial.html
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FIGURE 7. Learning curves of the DNN classifier (in bimodal settings):
(a) On original training set (b) on the augmented training set.

white-box attack, i.e., the attacker has complete knowledge of
the model’s architecture and parameters. FGSM is performed
by adding a small perturbation to the input data, calculated
by taking the sign of the gradient of the model’s loss function
to the input data. The objective of the attack is causing the
model to misclassify the perturbed input.

There are several ways of interpreting the results of
an FGSM attack, including accuracy, confidence scores,
adversarial example visualizations, and feature importance.
However, accuracy is the most commonly used metric. If the
accuracy of the classifier on the original data split is signif-
icantly higher compared to FGSM-generated data, it means
the classifier is likely to be vulnerable to adversarial attacks.

We applied the FGSM attacks on our pre-trained models
and the results are shown in Figure 8. The model trained
on the augmented training set shows higher resistance to
FGSM attack, as the accuracy only drops by an acceptable
small margin compared to without any attack. We generated
FGSM on a range of ¢ values (i.e., from 0.001 to 0.01)
as these values are better suitable for FGSM generation on
tabular data. However, the values chosen for image data range
from 0.01 to 1 [49]. Epsilon € is a hyperparameter that
controls the strength of the attack. Technically speaking,
It determines how much perturbation is added to the origi-
nal input data to create an adversarial example. We believe
that our proposed solution offers robust security against
adversarial attacks/examples and provides a secure platform
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FIGURE 8. FGSM attack on pre-trained model on the original and augmented training sets on different ¢ values.

for user authentication in the smartwatch user authentication
domain.

V. CONCLUSION AND FUTURE WORK

This paper presents a novel bimodal behavioral biometric-based
user authentication scheme for smartwatches, which has
high usability and efficacy. The proposed scheme extracts
two types of data (clapping and EMG signal) from clap-
ping action, to register the user and authenticate them later.
We consider our scheme user-friendly because it exploits
the users’ familiarity with the clapping action and collects
the electromyographic signals without any inconvenience.
Moreover, the addition of an invisible layer (created using
the 8-channel EMG sensory readings) enhances the security
of the scheme as it is very difficult to imitate both the clapping
and the EMG signal of another user.

We have evaluated and compared our proposed scheme
with four different state-of-the-art machine learning classi-
fiers (including KNN, MLP, and SVM as baseline classifiers)
and Deep Neural Networks (DNN). Our results show that
DNN outperforms its counterparts. By using DNN, we have
obtained the highest accuracy of 97.13% (trained on the orig-
inal training set) and 97.94% (trained on an augmented train-
ing set). It is noteworthy that our DNN classifier exhibited
stable and robust performance across all the selected chimeric
datasets. We have empirically shown that by increasing the
number of training samples using GANs (i.e., augmented
training set), the accuracy of such schemes increase as
reported by other studies as well [44], [45]. The proposed
scheme could be used not only as a standalone method to
authenticate users on smartwatches but also to complement
any existing method, such as face recognition on laptops and
fingerprint recognition in automotive applications.

The proposed scheme offers a seamless integration of
behavioral biometrics, granting users greater flexibility. Our
future plans involve transforming the scheme into an adap-
tive scheme, that could keep collecting the EMG-assisted
clap data passively to ensure reaching a significant number
of samples and re-training to attain the higher accuracy.
Considering this, we intend to revisit the possibility of
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incorporating advanced CNN and Transformer-based models
into our methodology once we have access to a larger and
more diverse dataset. Additionally, we also intend to evaluate
the proposed scheme in different scenarios as some studies
show that behavioral patterns may change depending on the
context or environment. Also, we will prototype a proof-of-
the-concept application based on our findings, and perform
usability and security testing. Finally, we are also interested
to carry out the performance evaluation in terms of power,
memory, and timings (i.e., sample acquisition time and deci-
sion time, etc.).
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